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m&m i ] 

mm? - # tais^s £ 7 s - # mm ^sm & ^ a -r * , i&sb^- # &mmm tc 

f tfeity MCjtfLTCBC^E- FT'CZ>Bg##I3l£^f?bT, t&fB^A^XC 
-T -5 «L3£ £ "T S *gf& £ ^tlT £ r £ £#$5: £ ir Z> ? - # IBf»^g 0 
[ft^2] 

BaSHH-fe>y h lcM"f" SCBC^- FT?0>l*#*L3il«:, iuffif- # ffim^S leg! 
[ff*3C3] 

mm?-*mm%kmiz. 

mm?- * mmmm t?-z mm^sm^mm?^^ * t <DHQs.mu^m^mn 

ifcMV^CBC^- FlCJ:3lt^fls&?ffco£1ry^3>iiMMCBC^- F 
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CBC^- KT*^#b, 

[»#3(4] 

fffiiT^W ^.A^^M^S It-fey Mi, wfB^-^teMM^c&^S^-* 
FT^^aSUff LT. t^^a^ijIfflCBC^- K*Mitfey 

mm-t&T- * (Dm^mmmt: vx. mmmom vm-^mmmmt. t=. 
izm^&mmmtisXMi&^vbftfcmmcDmfrbte&m-tev h 

(ICV) MOiKicvt 
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- * mmmmz ? - # & sifg l x ? - # (Di&m&m z mn -r £ t 1 - $ mm 

itffB^r-* IH^e 33 <fc Iff ISt 1 - * ga#££1E 1ST ic v a T *BSfgtE&3l £ Hff 

h*mmft£.Mumz£.f&i,f~-tv zssymzm^ frcBc*- Fiz&^xm^ 
mgkmzMisxmm-t&^yJt, 

BC^E-KT'lll^bbt, «#ilfflCBC=E-F^t^hmbt, Iff 

mm^-zmmmmiz^x. mzT-$mmmmiz&m-t2>?=-*izttfc-t 

- # g a mm. tt a* e> ^ - # & %m l x ? - # © n m#k m & m n -t & ? - # n 
&mn£*m?&T-z&mmmiz&vzT-zn$iJ3mzi3^x. 
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s to iCgr^TCBC^- KT*Hf^&S£II^Lfe##&&@J8C B C^E- F*£ 

tt-^U felt-fey h£ittiaffiSlgffil£{c£j&Lfe-fey S/3>HIC^V>TCBC , 

BfffB^-^ff^gtcfc^T, ffflB-fey i/a^ilfflCBC^- K«a«tfey 
©#-fe * # lcte*fi£ tifeH^^-fb-fe * # 5 s - # <Z>^#M<Z>li-fe v b S:MtSXf 

y # & ^Ut^ "T -5 7 s - * £ , WF-&*&3»« IBISES £ 

tuia^- # ibises as j: t>* eaiB^ - * gB&sgs m tc as v ^ t fflssffi&jffi & ^f? 
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h&B&geffiSfgfEB#C£j&Lfc-fe v i/nymzm^&CB C^E- Rc<fc oTfif # 

tf^&feto ztitcr- zm^L^w ^mm<z>-t v $*izruv>niht=.-fn 
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m^ist~miz v h ^wmm^Mumz^ L^-fe * $/ a >§iics-^t c b c 

[0 0 0 1] 
[0 0 0 2] 

Kt 1 — * (BIT, Zltie>$:=l>^> x y (Content) fcB&SO ©, 

m<D*v h?-9. &SV*tt, DVD, CD, '*^U#- K^CDffiHtlSCfr&^L/ 

fcSKffitfiM iti^oflgjin^^^ytt* ^-foMttSPC (Pe 

rsonal Computer) „ V*tt$*-A«»K:a3V*T* y b * 

[0 0 0 3] 

6 ffi!E4#2 0 0 1 - 3 O 7 8 0 7 7 
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77 i y>a^ : E , Jlt E E P ROM (Electrically Erasable Programmabl 

e mtmxnzm^mizwgmTL^mte^nft&t^v ©— j&mt*%>2> 0 t£& 

(DEEPR OMli, 1 If? h £ 2 0© h5 > * Tfltoft-r* feftJC, 1 \fv h 
M§fcy©£^®«#*£<. lfefc«^i«<^S©K:R##&ofe#, 7 5y is a 
^Utt, £^ y b-fSm**^KlJ:y 1 try h£ 1 K7>^^T'H3St5r 

#Klf«>y ?•$%©£ bT*H#a*lTV>*. 
[0 0 0 4] 

ICgl^T*^ U7J- K&ttffl-rs^-f S7#/l/3T- -5 s w jj-ia^/if^e^^-t 

[0 0 0 5] 

(PC) , ff^WJCfeV%Tftffl-r«lft^, FAT (File Allocation 
Table) £ P^tftlS 7 7-f ^fii/7fAjfr # -fexff #^-:7> £ b 

; 77-f;W7:S:pr^tS3ii^t, i7r>f^i*fciil!R0fl 

mmn^tmmmzS ■yrjfrwm.itmmzmmtzz. tot, f 
^^c^Tt^ra-ts^^-e^So -t&bfc-^y Kcasv^*, fa 

[0 0 0 6] 
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[0 0 0 7] 

ti&^&oiz-tz. -rj&fc-b-fe^a.y^w 

[0 0 0 8] 

it'feS. iTfc*)*.. Mx.tf-f h*^UT*«ftS*i*:t^f-3f 
[0 0 0 9] 

So 

[0 0 10] 
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[0011] 
[0 0 12] 

[0013] 

*^©f i <Dmmi*> 
mm? & mm * mn? z mat, & m •? & r n & # at a -r & 5 s - * & § „ 

[0014] 
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[0 0 15] 

ft-tzm&zmi,. mmf*j xfrbgrntzm-tv m*, mmmKmmmi^ 

J&bfciry t/3 ^H^M^fcCBC^- F(C J: SBf-*Hfc£*?&o fc-fe y ^ a >lt 
1MCBC=E- KMS^-fe y h »J , «fS3i*#*y?l#l§lBu t&SJ-fe y S/ a 
IMCBC^- KMit>y h& WIS -fey ^a>tt&ffl^feCBC^- KT?fc# 

u tt-^ufett-fey h stated- *»*$s«K:H^©flft»K s t ojcastsur 

CBC^E- KTflfc-JH&ai&lgfTbT, ^ilfflCBC^E- K®lHt>y b 
A b T W&frt >fXCAy # £ b TSHg-T 5 *M £ H^-r S 

[0 0 16] 

lafa^- * sanutt i: 7 s - * a© ffifetriB^^ -r x i: ©rasigfE^Ji £11 
cbc=e- K^ran-fe yray, tMBmF-&*M#® tssa##ii 

Bf-^Sfc^TbT, tyJ/g^lfflCBCt- Mity h££f£bTtu 
[0 0 17] 

tt«^3SM«4:bT>^js^we>tifca«©«^&«i**i'fey *&sii*»© 
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J&JBC&giK i c v ^gfb, I b feit 7 h iCf L/ 1 C B C ^6- K t*© 

nap ^%m*mn it, B&SB^rw ^tcsMrrsaiJi&isfT t- s^&^-rs r t 

[0 0 18] 

mm t. z m -t z> t - # t&mmm & w & ^ - * £ & v * x , 

ftlt, -fey S/a^HMfflCBC^- K«L31»-fey hSr^rtbT, B&gB^-^SB 
BC=E-RI|#ftbT, «#iIMCBC€- Kji!!!l^t>y la 

sb^- # mmrnm izmm-r %> x ^ v n , 

£ ^ -5 ZL £ £ £ "T & r ~ Z 3B«* & & £ „ 
[0019] 

1 1 ffilEff 2001-3078077 



4#2 000 — 320805 



s t o IC^^TCBC^E- KT^^SSrUfT Ufc^UlM C B C^E- F#£ 
S^-fe StrSB^ - # SB^g £ IffSa^ - # IB^g IC SHg-*- -5 X 5=- v 7 £ 

m IS - # fB^g ic v n T „ 

£ ^ •* S r £ £ £ "f £ 7 s - # tc & 5 D 

[0 0 2 0] 
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ftbt, 1zy$/3>i&@SCB C*- Yifmm^v h££j£bT, laflS^-^IB 

tss izM l x mm? z> * t- v -? t . 
135= - # mmmm ic srn -r & x ^ * n , 

[0 0 2 1] 
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una-? - * SB^^e k as v * t , 

tt-S- bfclt-fe y h Zmmft£.MUmz£.f& V fc-fe v > a >^lcg^5 v>T C B C 
[0 0 2 2] 

CD^FD, MOJfeif©|B»jK#, &&V*fcfc, * y h ? - * & ^©fiaiJKfrJft \L 
[0 0 2 3] 
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[0 0 2 4] 
[0 0 2 5] 

a>^>y^#£fc&l^-t?x:/aA>f &S/;*-rA5S^#i o i**e> 

, >f>*-*f^**;^-i'S^T, tfcttCD, DVD, 779^1 

iL«7t-v^3>bra-* (PC) . ^-AS^a^f^yS 

- if ©*8a* £ A^Jt" 3 A*J^» & ^ "T £ . 
[0 0 2 6] 

[0 0 2 7] 

i2(t fMX2 0 0, ^f-f71, 210, ^f>f72, 2 3 0 <Z>|£*H« 

j*&jg*uT^<5. ^f-fri, 2io«, ^sttJ&^-dtK^ffiu wm&frmm 

1, 210. ^f>f72, 2 3 OflDjR^fc*^^ ^2 0 0 iC^S^iitf nTfg 
[0 0 2 8] 

15 {fli#2 0 0 1 - 3 0 7 8 0 7 7 



S&2 000-320805 
U >f >*:7x-;* (I/F) 93 0 0t5:^f/W^3> ND-7204, $ 

o 

[0 0 2 9] 

^A>r^2 0 oii, n>^>^<Ai?£B£ic:f?£^tf>ri>^>y#y itf^-sy 

[0 0 3 0] 

^f-f71, 2 10H f-WA5:WnilW2lU < n>^^y 

^ yap 2 1 2 &;fu ^^y§p2i2«, stM/s^^ 

-^l/t'$5BPT (Block Permission Table) l/T 
[0 0 3 1] 

^^y-f >#-:7x>f Xg|5 3 0 01CB PT&ilb, <f3i$i££o J^y-O* 
-7:t>f;*g|5 3 0 Ott, BPT5:fi.Lfet, ^flfe B P TlCo VnTBJc^oc 
(ICV) (D&UZfiOo I CVtflEm& : b<Z>£.mmZtlt~Wf&<Dfr. B 
PT?:Wj:%<Z)i:bTf#t5„ ;* ^ y >f > # - "7 x>f 3 0 0 tt, 
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7^t^0*^m o BPT©M, £J;tfB P T fcJB^fc&ailcW LTMt 
[0 0 3 2] 

^f^72, 2 3 0 &, n>>D-723 U, ;* =E U SB 2 3 2 IC J: o T«J& 
Stl. ^^USP2 3 2tt, ##?g££%>Cl&*ftU 3£fC 

T^-fe^ffnT^-y^/Tfe^B PT (Block Permission Table) fc&MbTV^ 
„ n>hn-72 3 1», ^ ; El>S|J2 3 2lCMf^^-^*&M> ^fett-?-^^ 
#ffiLffl-f LTtfJ^y-f 7cc-^ (I/F) SP2 3 4, ;* 

-r-f tcdmb^ltcd*^ y 2 i d. ms.MU#mKmm-fz>mumK a k 

e, m/'ryyO)**: 'J$2 3 2^(D^#B#©l£#i^&<5^#§tK s t o, $ 
e>lCHf^fc^©|t&Bir#^-rS^(D|U»ifflI V_k e y s ^£&*fib2ift3M 
^^2 3 5, fgfE^ffl&5V^£n>^>^<Z)Bif-SHt;, ^^WMK^ft U i/s?;* 
# fcil^Bf^SSP 2 3 6, fbt, m^#^C!)®|I$:||fTt5SIW2 3 
3 ^Sr^Sc 
[0 0 3 3] 

^f>f71, 2 10, ^f>f72, 2 3 Oca^^ygBtf)^-*^^ 
J^£® 3 fC*^,, j*^ U SPteWitK*, E E P ROM(Electrically Erasable Pro 
grammable ROM) £ WJlSm^lfttC^i!*. «T|g^^|gtt^ ^ V (D-^M^^ 

s -y v s/ol * ^ y -e& y , ^'n >y * fSHt*:#5£K: isf-^ 

[0034] 

0 3 (a) IC^-f j; 7^>y S/a^^y tt, £I1~N * T*(D&WiZ? U y V 

£;&U &zfUy?\Z. (b) lC^£5tC^l~Mi;t©^iS(-fe*#lC < }:oT 

*J*S*U (c) iZjjk-t z^izmr-* ^ti^-^mn. ^^-fl 
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[0 0 3 5] 

^KI02fflf/H^2 0 OCfeVNT, 15^2 0 ;* ^ U > # 7 i 

(I /F) §P3 0 OlCfcV>T^ff^tlS3£^3V> FlCO^T^-t^o 
[0 0 3 6] 

* -f, mito 2 o 5 e> * ^ y >r > # ai-r x ( i / f) ® 3 0 0 izm-*z> 

^^U-f >^-7i>f^ (I/F) SP3 0 Ott. 7f-*7xl/ 

• -fe*##£&»I3V> F 

• t?WMl/37> F 

• zm^m^Thfrn^y f 

-fey F^ftfc'Sy ^CDfiHB&^lC. ^^tlfe-fe^^^^-^&Bi^LT* 

• /\y F 

• 'Xy £*ir y h 37> F 

ifSr^^y-^ >^-7ai>f XWlC-fey F-TS&JgOlifi 1 

• B PT-fey Fn v> F 

BPTSr^t'J ->f >#-"7:n-f XftlC-fey hi" ^^©H^^^o 

• U tf^ — i/3>'j7x h (Revocation List) -feyFn^^F 
^FiE^t^T. ^FiEzi>^>^/(Dy X FT*&«y 7K^r-S/3>y X F (Revoca 

1 8 miiE4f 2001-3078077 
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tion List) & * ^ U ->f > # - 7 ai^T X f*UCiZ y htS^iOUff^. 

• 35*fMU3K^T— ^9 >UX h (Revocation List) ^:cy?=I^>F 
3g$T*B U >K>r- 3 > V 7 h (Revocation List) IC3I£© U JK>5r- ^ 3 > U 

(Revocation List) SrHff bt £ 31 y 7 S&3i<Z>^f?4H^o 

SMBSJlfc;*-^ T 1 lC*fbT*v^ r©»8!l^ (I D) ^ffibt, *<D 

• 7 2^|37> K 

ggaiStifc^^-r T2lc»bTffiaSSES:LT» rCDSBBO^ (ID) ifi 

• ^ y wo y r -i y m x r - & ffi-r «a<z>^fj*^. 
^^y^o^T-f y s r - ^/i/ €: igfr-r s *yi<z>mf 

[0 0 3 7] 

*=ey>f >*~7x>f (i/F)gp3o ofrt>*Tj y 1 tcMt-snv> f 

• I Di*ffib37> F 

r i ©it^) i d ^m^m-t^M(Dmn^n 

[0 0 3 8] 

wcf^^aoo©^^';^^^?!-^ (i/f) sp3 o oommMf&z: 

[0 0 3 9] 

• 3 0 1 

• Ify hO (bit 0) :tf^-^^^ (busy) , 0 (ready 

) ) 
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• M. v V 1 (bit 1) :I»{I}1^77^ (l:^^ (success) , (f 
ail) ) 

• h2 (bit 2) (l: (success) , 0:$cflfc (f 
ail) ) 

-tfyh3 (bit 3) :^f-f71tf b77^ (l: ir y h (set) ,0:* 
h (not set) ) 

•tfyK4 (bit 4) :^f-fT2t^h77^ (1: tyh (set) , 0: 3c 
t i y h (not set) ) 

mm znt=.*7 i 4T2 &mm amm ^ v v t? & z> . 

• tf«y h 5 (bit 5) :^f-f71f^77^ (1: (OK) , 0: (NG 

) ) 

gasstifc^^-moasa^ (id) y#>7-—>3>y;* h (Revocati 

on List) ^©ysK-^ mm J* 7^ YttMKtMDmm^V M'feS. 

• hf y h 6 (bit 6) :^f-f72fi77y (1: (OK) , 0: M%J (NG 

) ) 

mmZfrft*^* T 20)mm^- (ID) y^-^a^yxh (Revocati 

on List) p^©y^-^ (#|&) *TjrttM.M<Dmm^vY-£&2> 0 

• Ify h7 (bit 7) : s\y$Clzy YWtf}~7 : 5 , f (1: (success) , 0:£: 
$C (fail) ) 

• bfyh8 (bit 8) :A»;^4jJ^75y (1: (success) , 0:^Uc 
(fail) ) 

•lfyl>9 (bit 9) : U Jj<-7* — > 'J X h (Revocation List) tyh75 

^ (l: izy h (set) , 0: 5fc"fe y h (not set) ) 
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VtftT-i/a >UX h (Revocation List) ^ V -4 y # - V x>T X|*IlC-fe 

• hTy h 1 0 (bit 10) :35ffflSU^-i/3>U^. h (Revocation List) ^ 
WJ^? (l: ^ (OK) , 0: «fr (NG) ) 

Mfrffl U stf^r - */ a y U X h (Revocation List) ftM%-£%>Z> £ 3 frtf>¥!l 

[0 0 4 0] 

^r-^Xl/^^3 0 1H:, 3ne>(Z>-T>^7ac-X ( I /F) g& 3 0 0 <D 
[0 04 1] 

• ^i-?y Fl^X# 3 0 2 

• h 3 0 4 
[0 0 4 2] 

[0 0 4 3] 

• n > b n #305 

• m&mmmm 3 0 e 

#s ^ s?*. * £ <t r^m^m^ 977&^ * ^ y > * - ? ^ x&fflwzn 

• &m A >y77^^'J30 7 

2 1 ffiSE# 2001-3078077 
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' ^fg A 777^=E'J308 

• i£f§ 1/^X^309 

? 7 7 * U 3 0 7ft<Z>-r r -# *T&m~?Z>tc&><D 
•ff 1/^X^310 

f i I fef - ^ S«# l^fA ^ 7 7 ^ ^ U 3 o 8icjf£aH-5fc#>©i^;*# 

[0 044] 

• Blr#^S§|S 3 2 0 

mm a y 7 r * *e y 307, ^777^^'; 3 0 sft^-^tc^br, 

• * *E y S 3 2 1 

«F#*L3i»3 2 oicfewsBip^aiCi^ii^ii'»#, fcitfftSM^y ^e>§i 

- 7*;i/ 1 b 1 07*D 7 ^ • /t - 5 y «> a > • f - 7*;i/ (BPT) £*&iSfi, 

bpt) -eti-rti^^^y-f >$7 3L-*ftizmmz-ty h^tit^m^ m&m 
mm 3 0 6^n»f)0^f-f7i^37>K, fesvN&^ais*^ y icM-r 

X K :/D*y? - /\'-$ yi/ay • 7^-y;i/ (BPT) ?:#ib^l^llfT$ 
[0 0 4 5] 

Kdist : T2Kfeffi£ft&ny^>y&,ft<D^y'ryyV>-t :3 r=L V"rJ 

(Security Header) K<£$. tl^SB^^o ziy^fyy I C V£$cljjiK icvc 
ont. 3>^>^liKc$:Bif-^f[:-tS 0 

Kicv_sh :-fedr^.y ^-f^>y ^* (Security Header) © I C V &£j&-f£B£tC 

m^s-fc^y 7--e\v#i cv&mm. 
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I Vsh : -fedpa. U & (Security Header) (3D I C V Z&ffr-f SlglfCM 

V^OT-fit (IV: Initial Value) 0 
MKake : *BSigiiE/S<£> V* * -£t„ 

I Vake : ffiS|gIIM©§i<Z>£j£&JlCMfflt- S fc#>tf>#J»§'fii (IV: Initial 
Value) „ 

I Vauth: m^MW^O)?- # ^J«ffl(D*JJB€ ( I V : Initial Value). 
MKicv_rl: 'J^->>3>'Uh (Revocation List) ©ICViMt 
# — §^ 

IVicv_rl : VtK+t— i/3>V7sh (Revocation List) OICVi5:^t 
&l$a>$0%f3 (IV: Initial Value) Q 

IVrl: U jJ?^-$/3 > U X h (Revocation List) (7) I C V3t$cKHCfl§ 
%J£B£ (IV: Initial Value) „ 

I V_keys : ^^-f T2T% n y^->V^itm<Dm^^t-r Z>m<D®Mm ( 
I V : Initial Value) „ 

MKicv_bpt:7 9-\z?.Wt"SW1&"Z%>Z>B PT (Block Permission Table) ©I 

IVicv_bpt: T^-feXl^nrW^TfeS B P T (Block Permission Table) <Z> 
I C Vg|S:£/£-r§l£<Z> I C V^m^tCMVN^^M (IV: Initial Value) 

o 

I Vbpt: T?-fe;*iRtff#-e&£B PT (Block Permission Table) ©;&0g8 
f (IV: Initial Value) „ 
[0 0 4 6] 
• ECCHIS&3 2 3 

j|f 1/^^ 3 0 9, gfel'S?** 3 1 0 Cfe-S^-^ICOVNT. ECCfx 
[0 0 4 7] 

- Affl*>f >if-7i>f73 2 4 
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^2/a>"r— ^ (BPT) #ZL©^gP* =E U Affi7J>f > # - 7 i-f X b 
• ^^t'JAa}*^>^-7i>f^3 2 5 

[0 0 4 8] 

a^aM^y Affi^j-r>^-^3i^x3 24, Bitmap* ^y Amijjy*- 
2) , ^evuira^y ic^r LTm^jsti^o 

C L E :3?> K5yf>f*-^ 
ALE:7KUX7>yf^*-7*;b 

WE:5>f h>f*-7*^ 

^gM^y Uf-fri, 2) , $>svNtt^^^y^e>©^i:bT 

RDY/BUSYil/f'f - • \£V — 
d 4x # A7J $ *i S o 

[0 0 4 9] 

c * *e y =1 > t- > 

>5=- >y K. <fc o IMS 4x£ o 
[0 0 5 0] 

*5*-r TOy^vi/a-t^V it. 0 6 (b) ic^-r^-Mc ^mn>-r> x ytf> 
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[0 0 5 1] 

-fe^n.y-^-Y'vy^fcJu &^y^ryyizMfc-?z>m&m$&'e2bz>o -fe^y^ 

[0 0 5 2] 

• y-fr—^*j Y )~\— *?my (Format Version) 

t^ra y A*; (Security Header) 6D7*-7»; h;t-^3>^f. 
•3>fV^ID (Content ID) 
3>f >^©iSS!l-f (ID) Sttj^o 

• Ziy^fyV (Content Type) 

• 5 s — ZZ-irf (Data Type) 

• Bt#T;i/^UXA (Encryption Algorithm) 

n>^>^(5[)n>^>^|S(Kc)$:^ofcBt#^ST;i/^r i ;XA M 
xtfDE SC£5R£-SHt;T'&S;fr h y ^;i/DE S (Tri P le-DES)lC«fcS^?:^ 

• RgHHfc^E— K (Encryption Mode) 

Bgr^fcT^rfy (Encryption Algorithm) Vj%7£&nr=.T )V3 V X<U\Zft 
[0 0 5 3] 

■ Bt^Hfc; 7 — h^W^ (Encryption Format Type) 

2 5 ffi§E4# 2001-3078077 
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1 £U ni/Tyy (Dlz # *mzm&Z^K s e c_n£jg/§LT=r>-x->ytf> 
[0 0 5 4] 

[0 0 5 5] 

*###c#MBf^ftM«T*&£o 08 (b) tC^-r^-r^"2©Bif^fc^^-V^ 
M*, 75yS/3^ ! E!; GD#-fe# ##lCM&<5"fe# s e c_l~K sec 

#MH£#4t#t.3ST*&So «X.ii0 8 (b) GD^^yS/^^ey <2>iZ*# 1 T'fcfc, 

lOHf-if-ffc^bTK s e c_lj^#fSLT»^a*l, 1 IZ&ffiZ 

*i5=i>-r>^&. &-?Uy ^ICiSVNT, -T^TK s e c_l Lfcflf-JHt 
&3#^3 4xT&£ft£*iSo 77*; i/a^€'J <Z)-fe*#m^te, ~tt7 #m<Dm-% 
itmt L/T K s e c_mjbWj£bT^)fe£*W iz * # m£|&i|ft£ *l* 3 Z/t-Z/V 
it. #y^^^^CfeV^T, -T-^TK s e c_m€:aMUfeB|F#fl:^a««JfeStlT 

[0 0 5 6] 
[0 0 5 7] 
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• (Encryption Flag) 

[0 0 5 8] 

• I CV77^ (ICV Flag) 

~?Xiy 9 f^©^-"fe # # tf) I c v#in - ^MJiH&as-r^jr. ^n>^ft©t^ 

(32-fe*#) 7>©7^^$:#0 0 flfjttfO : ICVfcU 1 : ICV&U 
[0 0 5 9] 

• H^#^fb=I>^> x yil (K c _Encrypted 0-31) 
Bgp^b $ tlfc a >^ > ^«t©«Httffi« (32ffl) 

• HH^ffcl CV^JdMH (Kicv_cont_encrypted) 
^^-fbStlfe=l>'7 L >^©I CVffU(Dfc«)0(|©«»i« 

[0 0 6 0] 

• MlhV tftr — y U X 2^3 > (Valid Revocation List version) 
3>-r->^S^©|RK:^S!rK:aiMS*lS 'J ^^-^/a > y X h (Revocation L 

ist) a y a 

ziy^yyU^(D^lZ, t'V h$^ltV^SU^-i'3> I J^h (Revocation 
List) ©A-^a>#;i4x4:*; -£v^-£\ *?£ SrfFnf LftVN 0 fcfc, SBfA 
^XKfcv^&^LfcT 2 -*©:^^^, yjK^r-J/a>y SUB 

[0 0 6 1] 

• t^raUf-f^y^ICV (ICV of Security Header) 
t^a'Jf-f^y^ (Security Header) (D&B^:n y (ICV) „ 

[0 0 6 2] 

«fctc, ^lE&^W y^3>^>y©$c&1*fSi: UT©y atf^r-S/a >y X b 

©««Jcov%rawr«- 09 icy #vr-*/ a >y x Noauft&avr. # 
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[0 0 6 3] 

• U JK^-^a>U 7» VWfttt (Revocation List ID) 

U Jjf^-e/a>l>^ h (Revocation List) itffi||g!l?t It© I Dt'^S 

o 

[0 0 6 4] 

• y /K>?T— t/a>y>^ h/t— S?3> (Revocation List Version) 
y/K^-^a>y>^ b (Revocation List) (DA— Srzjt'f'o U^-S/a 

[0 0 6 5] 

&$&W<Dmf&T*l$. y 3jf^r->>a>yx b (Revocation List) ic/t- i? a >fit 
$g&^!5tU z2>^>^©'\^^I^C^^y 3j?^-^/a>y * b©7t-^a> 

«# =2>^>>y^mL©i^{c % ^ft^A^xic^uxv^y tk 

T-i/ a >y ;* htf),K-^3>£:3>^> x :y<Z)'\>.y ^F*3ic&-5^$5fr& U jK^t — 2/ 
a>y ^b©^-s;3>fcS:Jt«"rs. 3S«E««pbTv^*y*-?r-S/a 
>yx b©/t-$?a><Z>##«MJ*v*»& , K:tt, =i>-r>y©3S»ffl L Sr^ifT 
5„ ysi<^-S/a>y^hCD35«fS:fTt>feWtili, t<Dny^yV(D 

[0 0 6 6] 

ysK^r-S/a^y^hflDHffi^lc^^y ^>^-7i-«» 
y3K^r-S/a>y^ KZ>/t-*?a>fll«i:5g*fffl<Z>yji<'ir-S/a>y :* h©^- 

[0 0 6 7] 
[0 0 6 8] 

• J*^-f Til Dlfc (Number of Medial ID) 



&IE# 2001-3078077 



#2 000 — 320805 



ScS&LTV***^ 7 1 (Medial ID) 

• -f71 I D (0) -^f-fTl ID (L— 1) (MediallD(O) - Medial 
ID(L-l)) 

[0 0 6 9] 

• ^f-f72 I Dtfc (Number of Media2 ID) 
^iLTV^^f^72 (Media2 ID) (Z>tt& 

• ^f-f72 ID (0) -^f-f72ID (M- 1) (Media2ID(0) - Media2 
ID(M-l)) 

$m VX ^ Z> * 7 2 <Dmwfrv> V * h T?*> 5 o 

[0 0 7 0] 

•3>-ir> x yiDSJt (Number of Contents ID) 
^Lt^Sn>f>^ID (Contents ID) OW-WL 

•3>f>*;iD (0) -3>f> x yiD (N-l) (Contents ID(0) - Con 
tents ID (N-l) ) 

[0 0 7 1] 

- Ud?^r— 2/a >UX M C V (ICV of Revocation List) 
Ua!^-$/a>y;* h©9fe*^x<y?Ma>I CV 
[0 0 7 2] 

_b*E(Z><fce>lc, #2§iE&cfcttsy #>r-e/3>y x Mi, ^ffcOSHS (^"r-f 
T> n>-r>y) <D$m^ (id) 3^&#«s*is- r©<fc-9ic, n^^y* 

>f 70*iffiiT^S U J/ a > 'J X b (Revocation List) KlttR© 

mm<DVtf->7MMir). t^t.^f^7ID, 3>f>^IDI:tlt, 

r^^tt^jm=i>^>^©WJ^- ( i d) yj|?-?r-s/a>y^ Mcux h£ 

2 9 W2 0 0 1 -3 0 7 8 0 7 7 
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y V <Dm& ffi b £ £§Jt -T •£> r £ # T' £ £ 0 
[0 0 7 3] 

izmfehfemmzizv iooy^-j/3>ux M*»lioif>f 7fcn 

[0 0 7 4] 

izmm «rtg &mf& £ b © r% a > > y ©ftiffl ^ icn »; *g u*«m * y # & a* 

* ffi "t if ©*BS#*M £. »; tcHff £ *i £ „ 

[0 0 7 5] 

\_-zruy>7 • /*-S^'S/s> • 7— 7 to (BPT) ] 

— zfJV (BPT : Block Permission Table) GD^J&tCO ^XM^'t^. ffl 
TUtPCmz&^Tny^-Z/y&n&ZMfi-tZ^^ PCW©OS077^^ 

$/*^A#£flc#Hc, m^*?* rtc^stiTVNST^-fexw^-^;!/ (09 

;LWE, File Allocation Table ; FAT) £^»&A,-eUg bT£ *J, 77^f^> 
[0 0 7 6] 

^ (bpt) li, 7 s A-rxicfe^^#^#x.S:^ifcbfe-/n^^tc^$tiS 

}ifrr e#©r^"fexffiF'srT L -^ , rfe«- f^wxiiBPTS:«»i/fe^f 
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5yi/a>-f-^ (BPT) fc-fe y h-T£ 3 i:T% X<2$flTO#H^ 
^S^n^A^lr^t't, TOT ^ ir^ffnT 5=— ^m^^D'y * 

• A'-i* yi/ay • v—zffr (BPT) JCiS:5££ JlfefFBTfiNRJCtSo fc* ^ U T 

[0 0 7 7] 

01 Oic^n - A— ^ *y • ^-^Ol/ (B PT) cofll^Sr^i-,, JS*T 

[0 0 7 8] 

• ^it—^v h is 3. y (Format Version) 

BPT (Block Permission Table) 07*-7y h;t-^3>^t„ BPT 

attics &m<Dy*-*?v h#&»;, ^©^-rti-e^s^^^sif-rs-x-^T* 

• BPTlKSfl-?- (BPT ID) 

-/U v 9 ' J^— 5 V is 3 y ' 7~ — ~X )\> (BPT: Block Permission Table) © 
MM* (ID) 

• ^n^/^IS (Number of Blocks) 

BPT (Block Permission Table) ZfU v V 0)W®L*7si't * |ff«EbfeJ: 
e>lC. 7 7 7 i/ a ^ =E U tt^ D >y ^ 3 tlS „ B P TICJ: ygMZfr 

• ^"D^ ? # 1 - zfU v V t nm-^y^^f (Block #1 - #n Permission Flag 

) 

• B P T - I C V (ICV of BPT) 

BPT (Block Permission Table) ©Bfelf i>y ^ffi© I C Vt*S>S„ 
[0 0 7 9] 



3 1 
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*/a> - (BPT) ^JAtf 77 >y i/a^ =E 'J € 'J * - K 

ma>*T4 r-frhmfrikfr. T^tt^r^-fe^&fT^^y-f >^-7i 

Styh (ex. 04 iZm-t^^V^S 2 1 ) tS„ >f >#-7:n>f 

fff «r -X- - y ;i/ &c a ^ v % £ r * -fe x © & -r e „ 

[0 0 8 0] 

~7xi v 9 ' /t— 5 y a > • : T—~f)\i (BPT) jctt, i^^r-f7©77 
[0 0 8 1] 

^D9^'A-5f^a>'f-^ (BPT) ICli, Bfc®Rfcifc©fc#> 

^picti, i cvfi«^^ sti, *«*>y i:W3tsn-fe#^K:j±, bpt© 

fc#B&jtS*iS. BPT0ICVtt^f^7©IS!l? (ID) tctt^ 

TftMSo -e©fc«>jc, «©^-5=-f ricr^-fe "Ft-- 3 tr-L/fci: 

[0 0 8 2] 

*"7VT&> «£©S3gi$lc:7ny ? • v • ^-^/i/ (B PT) £ 

^^E'j (ex. 77>yi/a^^'j) «7*ny 4Mc*£j&A,-effi^t-So z:© 

Hi. ZfUv V - y t/a> • (BPT) Sr^jWUfe^^y ftCD^n 

*/?&co^Tte, 7*n>y^iSWItg^7'n'y^ - a°-$ y i/n> • "r-zf 
JU (BPT) IClB^-TSc XftrnVTUXIi. fr* TlZfefflLt=.7 : -$m3i 
mmiC&^T, BPT&filTB PTiC|g^Stlfe#"7*n * * ©?f i?"^*^ 



3 2 
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[0 0 8 3] 

• A-5«yi/3> • (B PT) CD^^n-S:, SI 1 feitfil 2 {C 

-fTW (ID) 0>£j&£B PT(Dm%&frtfmMWlftT*ftt>tlZ> : b<D£-?Z> 

o 

[0 0 8 4] 

^af^ff-TS^n^^ • /\°-^y$/3> • "r-zTrv (BPT) o^t7n- 

tfes. ^miz-D^xmm-r^o *t\ itt=:%)wmMi$$7t>ftx^&^*?4 

TizMV. IDi*ffiL3Y>F^ot (S3 1) . fc^Ctf)*^ 

D&^ft (S 3 2) ^©ID&^-^i:lfc I CV^liK 

i c v_b P t££j& (S 3 3) tS„ ICV^UKi cv.bptfi, 
: MK i c v_bpt£, #J8Hg : I V i c v_bpt£, B P Tfgjgrj^- ( I D) IZM^ 
V*T£jfc"rS. JMfclfttCtt, ICV4^iKi cv_bpt=DES (E, MK i 
c v_bpt, ID'IVi cv.bpt) lcSt5VMT£j&£*l<g>o ^©S^tt, BPT 
<D I D £$J$J'fii I V i c v_bpt©gM&i!3lfinc : MK i c v.bpUCj: 

[0 0 8 5] 

. mz. B PT0#7^f -;i/Rlc*&5l&^*-#£^5£ (S3 4) U 
*-##^££;ftfcB PTlC^c^T I CV££f& (^"T^Bll 4 ©Si&fcji 
ffi) L (S 3 5) , CVI:BPT©I C V 7 -f KtRjl (S3 6 

) -t-So ^©.fc^lCbT^J&Sftfc^ny * • yi/m> ■ -r-:7> (B P 

T) T 1 IZW^&tS (S3 7) . fui£U£ J: 5 IC B P Ttf>#£& 

y * tt, B PTKi$^xmtt»Iffl££. LXm^tit^U y V 
[0 0 8 6] 
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£0 2 2 ©#t3g£#M) feU^f-r-Sn 
[0 0 8 7] 

y K&loT (S 4 1) , IDS:i»{iiU I D£/<-^i:U I 
i cv_bpt^M (S4 2) I CVi^iK i c v_b P t&, ^X#-£t 

: MK i c v_bpt£> ^JiiH : I V i c v_bpt£, B P TfUglJ^ ( I D) lC^r5 
V^£f£-r5o AfrlftlCtt, ICV^iKicv_bpt=DES (E, MK 
i c v_bpt, I D" I V i c v_b P t) ICS^ ^T£/&Sn&o 5£©S5fc&, BP 
T© I D h^OiHa ( I V i c v_bpt) : MK i c v_b 

[0 0 8 8] 

#ClC, B PT0^7^ -JV FlC&M&A^*-* (S4 5) L, 

j*-#tf^2*lfcBPTlC«^T I CV££f& 4©#f&£*i 
ffl) I (S4 6), Ml£ICV?:BPT0ICV7^-;i/K^ (S4 7 
) -T-5. ZL<D£5KVTMm&titc-7u v V • ;t-5yJ/a> • r— (BP 
T) Sr^-rW 7 1 lC»^&tf (S4 8) Q f«»&L£ <fc ? ICB P T©#^& 

[0 0 8 9] 

® i 3 tc^n? * • a-^ ys/3> - 5^-y;v (B PT) 

i% SI 3© (a) (Wf>f71, ^f-f72077>yi'a^ : E , Jffl7*n^^i 
J*T?&»; . 013 (b) it. -fU v V • y*/ny • -r-^Ol/ (B P T) **? 

7*n*;^'^-$^>a>'f-7*^ (BPT) ii, 7*-7»; h • A- 

s*a>, bpt id, ^ny*£fcic$^T, #:/n-/#©m£«r (D , 

of (0) «««3tStl, ««JCB PT©*3B^x^^ffi ( I CV of BPT) ^ 

tefflZtitiMf&ZW-D. )i i t'J©BPT«»7*n9i' (Hi3 0fllTftt7*n*^ 



fl5SE4# 2001-3078077 



##2 000 — 320805 



#2) te, zfuv V • >y^3> • •7--^;v (bpt) Kte^rffittaSffi. 

[0 0 9 0] 

fcfc. 01 3tc^f • /t-$^*/a> • t— (BPT) ©#fM 

#^n^^©m*nr (i) . m*^«r (o) ©»#^£*ifcfij&T-&s;tf 

(10). ff^qf, M£«T (01) % S£*3<ktfMic»r (0 0 

[0 0 9 1] 

@2(C^L/fei;9 IC^^W* 7 2 7?&;*:r-f 7ft{:lOT2 3 1 £jf oT 
£*K ^D»;^'^-^S/H>'f-^ (BPT) tfMfe&i&frZofr&tf; 

[0 0 9 2] 

_ti&(D0!BC£tf&B PT»£&#fcJ;. ^f^7^3T> Kli^fii^. 
©B PTtfX^&^fcfc. J^fc^U ^*-T*#/&LfcBPT£fig#£&tf 
y * • /t-^y*/a> • ^--7JU (BPT) lc£VNTM£^"*W$c£:LT^j£t- 
[0 0 9 3] 

[afc^x-y >?m (ICV) tCfc-S&A^aiy*] 
^C, HfcB^xy ?M (I CV : Integrity Check Value) \z j:Sf- #Bfc^ 

v) T-&mn^mz&ffl'£nz>zi>Tisy. zruvv • ^-^ vts^y • 



3 5 
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#mizmmZftZ>. ny^yviz-D^^xo^m^^^^mt. MVZ^r- 

•fji. v /K>r-i/3 yv * h^iztfMztitc i c vymv^kfowmmiz-D^xte 

[0 0 9 4] 

de sm-^mmm^m^t^M^^y ?m (icv) ^mm^mi 
v*. 8A>( hmmzftm (j^t, #f9£*ifc*y-tz-^£Do, dk d2, • 

• Dn-l.tfS) f5„ Bfc^ jc y # 5 s - # »\ y^yy SfcT' 

[0 0 9 5] 

MSffi (Initial Value (J^T. IVttS) ) tDO Srl^fliSffriiJIIftJ 
(^CD^JUfcl 1 o mz, IUDE SBf-t^lCAtl v -3cm^aci 

^^11 (icv) £*&iiK icv zm^^zm^it-tz (m^jfcE 1 „ m 

ttT, ElSitfDUiWtlifllb, ^-©ffiiJl 2$:DE SBf-^^^Atl 
, ScSt^aiyirffi (ICV) 4^iKi c v S:M V%TBt#ffc-T (H}*E2) „ 

js*t. m%«ftyjgu ^t©* y-t-pizMVTm^itmmit-m'to *^icm 

TlfcENI:3>f>yfx^^f ICV i:t§ 0 
[0 0 9 6] 

^(Dr^^^mu^nr^m^i^y^yy^mz^m^t^iE^^ i cv 

fT^Jcn>^>^lca^v>T^bfcl CV hZ&mLxm-Htf&U. 
t^icv' =icvt^titfA*^^t-^ Mxtfn:/-^^ bpt 
, &&^teVtf*-i/nyV xhlz&m<ote\^z\£i$&U£fr. ICV ^IC 

v t* fens Hjcm^fe o t. £ ti s o 

[0 0 9 7] 

I CVMUr-^ttfiy^M7n-&@i 5 izm-to 3cm 
^xy ^©M^-* $:atf}L (SI 1) , ambfe^-^tca^VNTM^l^H 
1 40DE SHff-^«L3a*«JCj:y I CV fctf-JTr* (S12). ff-3¥tf>MJH> 
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najstifc i cv tT-zmz&ffitsnfc i cvuz&wiis (s 1 3) , -m 

) 3*1, ^—mom^it. ^-#©Bfc^#&£h¥![^ (S14*6»S16) 
S„ 

[0 0 9 8] 

U jK*- S< a > l> X hCD&^n: y * ffitf>&^:c y (ICV) £f£^K 
i c v_r 1 tt, ^&-r/t-f XO^U-f 7 ai-Xg& 3 0 O^^^EU ^S3 2 
1 (@4#I) fttC*»SnfeU>i?^r-2/3>y^h (Revocation List) ©I 
C V|g££f&i-5^X#-ii : MKicv_rl£, 'J^-i/3>U^h (Revocati 
on List) <DICVmZ£.&-tZ>f%<D%)MM: IVicv_rl£, U aK-ir - S/ a > U 
X h©Mttfll«flc-&*n*y ^-i/3>'Jx h • r?-^a> (Version) K 
S^T^fR-TS. JlfcG&KlW:, ScfiE^-aiy^lS (ICV) 4)J|Kicv_r 
1=DES (E, MKicv_rl, Version" I V icv_rl) ICg^V^ £j^$:ft3 0 itf 
flB5S©*lfcfcJU 7t-$?3> (Version) ilMffi (IVicv_rl) ©SMS»«*DK: 

t=. I CV4^iK i c v_rl$:jiMtt|g)lttIVrl (*^yg|5 3 2 1 £*&$!) 
[0 0 9 9] 

■ /^-^ ys/a> ■ <r—-ffr (b pt) ©gscfit^aiy^m©* 

Ifi-y^fi (ICV) 4^iK i c v_b p t tt, f&f/H^O^^'J >f > 
*7x-^i3 0 0O^^U»3 2 1 (04#Hg) ftlC&S&SftfcB P Ttf) I C 
VKtSr^JEft'TS'r^^-tt : MKicv_b P tt. B PT© I C VUfc^f 3B#<£> 
ftffifig: IVicv_bptii % B P TCMftf *if»K:***l5 B P T»ffl^ (ID) 

£#fl&K:Mu l&SBfrx.vVVL (ICV) »Ki c v_ 
bpt=DES (E, MKicv_bpt, I D * I V icv_bpt) IC«^5 V\T£f££ *l£ 

c BtfsH^;©^^^, bptoid ( i v icv_b P t) ommmmmz^^ 

#-m : MKicv_b P t&Cj:£DE S^E- FT'CDm^MMZmi-t 5 £ V* 
T'feS. ~fUv9 ' >r>3> • 7--Zf)\y (B PT) <Z>2fc^:n >y ^4fi&> 
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z<D£oiz.LT£.&t<nf=. i cvMiK i c vjbptzmmisTwmmi vb P t 

U^yftsa 2 1 lC&*ft) £JgV>TEIl 5&CaVT I CV IC£ oTllff 2 
fcfc. B PT0#f f#i:Lt|&»$tl5 I CVH B PTfaO)^- $ £ 
BPT^ilt^f>f7©^» (ID) fc-^fr^-^lcS^^T^SJlS 
o lot BPTCDICVfxy^tl B PT<D^-#Bfc®©^M©»&£-f, 
T@;£(Z>iE^&B PT, ^-J&fc^flfiOD^^W 7lCHtf-£#l£:B PTT'fc 

[0 10 0] 

=r>^> v y<z>-fe^^#fe©ajc^3i^^M®3c®^3:^^'fii (icv) 

£j$HK i c v_c o n t tt, ZlZ/'rZ/VO'w # (-fe3f J-U-^-f - ^^40 ff 1 

$S3 2 0 (04 #JR0 iCfcV^ £ * "5^ T 2 i: ©fflMMIftJC^ff $ *l£ 
^f^72®3>hn-723 1 -e^frStiSDE S-CBC^E- KJC**tt# 

[0101] 

©JM&ilihU T^-kXfFRT^-^T'feSB P T tCBfcSjtf&S 

[0 10 2] 

[0 10 3] 

(^/w^m^s) 

£1% -r^W^S:jgi&S-ttfc#^JCfeWS«La&BIl 6 SrMVATSlWr*. H 
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16tt, £flJlC02&CfcW5-5 i ^-'f X 2 0 0 2 0 5 ©#131, £MH!|fC*^ 

>f 7ai-^SlS3 0 0<Z>X-^— l/S>*#©ttJBH:, tf^-7^* : 0 
[0 10 4] 

zfJiWmLn-?y}?*:*=ev J yZy^-xBlzmm (Sioi) ts„ j*^ 

U >f :7 a: ^/W^eBftflM^y £>tfLT 7 T>f/b« y^T^-:7 

;i/©«L37>K^M (S102) it, ;i/fay ^T^-^Vl/fcft 
SM^y^&SfcU (S 1 0 3) ts. 

[0 10 5] 

^aM^yKgassftfc-T 2 -*, j&n^-r-:/^ &*v*a:y 

7ta!Hi 7tc5t-t <fce>ic. f>f i/^S'j, 7 7>fH, *i«['fe^** 5 #jc#we) 

[0 10 6] 

ms§ (sio4) tsii, ^->owcs^Ty 3i?^r-s/3>y x h<z>S£* 

tfJU#saS:£gf? (S 1 0 5) U 'J^-i/3>'Jxb©tyhn7>Kt, U 

3K^r-S/a>y ^ Mr^t'J :7x-;Uc£Hg (S 1 0 6) f5„ y 

>>a >y 7s h<£>-fe*y y 3K-?r-S/a >V X btfm%l'V2bZ>Wi&K<Dfrm 

o 

[0 10 7] 
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(s i o 7) -rat. ^y-f >*:7jc-;*te, i/^;*#tf>fcr 

J?-75^1 tC-feyh (SI 0 8) U 'J^-i/3>U^ htf>Bfc 

Jfc^jty *ffl<Z>&m^xy (I CV) £fi£HK i c v_r 1 ££f& (S 1 0 
9) t§„ 

[0 10 8] 

U3jf^r-2/a>U^ hOafc^xy^ffi^Bfcm^x^ ^ffi (ICV) ^iK 
icv_rl«, ^^^A^^P^lC^^StlfcU sK^r-S/a>U^ h (Revocatio 
n List) (Z> I CVi$:^tS7X^-i : MKicv_rl£, V tftr- V 3 > U X 
h (Revocation List) CD I C V£t £ ^©^JftUB : IVicv_rl£, U ;K 

Version) ICg^ Z> B =H#f$lC«, oc y * >fit (ICV) £f£§| 

Kicv_rl=DES (E, MKicv_rl, Version" I V icv_rl) iZ^-3\^T£. 
mZtlZa ^(DMmt. A-i?3> (Version) £%)fflM (IVicv_rl) <Z>#Mfc 

wsmmz^x*-m MKicv_rucj:sDE s^e- vx^m^tmm^mn ~*rz> 

[0 10 9] 

IkKt^V^ >#:7:n-Xtt£/&b£:Hfr®^jcy (ICV) £f£HK i c 
v_r 1 &ffiVATU3K>r-i/3>U^ hCDI CV &£|£L, ^#)V/J?>r— >a 
>y* hWtC^^ti^iELvM CVi:0MS (I CV =ICV?) 
^ (SI 10) -?2> B ICV GD£j&#t3S&, M©E14l?iiibfeD 

E S^r- FfCSoVMT, ^jOTfltl Vrl£ffiv\ LfcSfc^ x >y (ICV 
) £f£liK i c v_r 1 ^^Mbfc^S{C«fcoT^ft>tl<2> 0 
[0 110] 

ICV =ICVT'fe5l^ (Slllt'Yes) ii 'J^-i/3>'JXh 

tcir^h (SI 12) t5. U /K^r-2/a>y X htt^^U-r >^^x-^l^© 
*^y (mZ-lZt^VBS 2 l (®4#M) ) icte*ft£*x, flfffctf, SUStelftlfflr 
BP 3 0 6 tffHtt£|S2 0 5 (BI2#M) ^^f-f 7^l3?>K^It5i:t 
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[0 111] 

3 y^- y v <on£.mz & <^x ^ ^ y >r y & ? x - * izis ^xmm^fizmm «Tfg& 
nyTyy&fflmmcmvMvftmt^vfrbmfrm-tte Enmm 

[0 112] 

01607n-©MWS„ ICV ^ICVt^Si^ (SI 1 lt'N 

o) y^-i/a>y ^ Mcsfcm&y nwfezn* vxh&mmmmizm-^ 

^liotc-fey h£*i£„ 

[0 113] 

t (S 1 14) U trs?- 7 ^^*^0 hoofer £&3M£ (S 1 1 5) iibry 
3K^r-2/a>y ^ h-fe^r h:7^#*£&# (S 1 1 6) f5„ y aK4r- 

[0 114] 
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fr*mM~tz>®im$:mftis< mm*T4 r# y jtf^r-s/a >y * hey TsYtv 

£LT, *^r4 TlZfeffi-£Zlt=.Tt7±*WfBS"r-'7)Vl*$>Z>B PT (Block Perm 
iss ion Table) £*^E U y* 7i-^tCir y h U B PT^Ilfc^t'JT 

* -fe x & «rtg i: -r & gts & nff-r s . 

[0 115] 

**\ ^f-< 7 1 ^if$tlfe^©^f^ 7t^l{CoV>T01 8, 01 

9 zm^rmm-tZo 

[0 116] 

018, IS 1 QlCjSV^^WC^lCfcttS^rW^ 0 0©M^BP2 0 5 
®#m. 1iWIZ*^V Jy# 0 0<D#t.3S£^LTV%& 0 M§:7n-g§ 

-75^ : 0 . /f>f71fi77^: 0 («&) , ^f>f71t^ h 

[0 117] 

(S20 1) . ^^>T T^S(I^«)^$tl^^^^T^lcS^<^ 

^f-<7i tfesit^ite tiw«r»tt, ^f-f7i wsk^y k&* ^ y 

>f >*7ac-^JC33H3"r* (S 2 0 2) „' 
[0 118] 

^^U^ ffl^e,©^^ 7 l^TV K$:f f (S2 

0 3) X J T'-#XI/VX2<DIZS?-'7?#'&1 (tf^-) iCtg^L (S 

204) , ^f>f7n:^lt^f-f7ioiig!i^ (ID) ©^{BL^V^K 
(S 2 0 5) U &m (S 2 0 6) "T^o $ £>C gfgLfc*^ T 1 CO 

j y l cd y x h ^cojtieM-S-S:^? ( s 2 o 7 ) i-& 0 y ti^r — i/ a > y ^ h \t 
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[0 119] 

$fr) IC-feyb (S 2 0 9) U ^^--7^^5:0 {C-fe y h (S2 10) 

•T5„ D^-^t-s i d^u 7i?>r-^3>u^ h^tcfeo^^ (s 2 0 

8lC&V^Yes) tt. ^r^f 7 ltt'J ^-^^ft^r-f 7t'^ U, 

fus^&v^iiiiijgu x^^/^s 2 o 9 omtft?^ y<om%)fc#mzmft iti* 

[0 12 0] 

t^TOte, *^y:/S 2 1 1 tc£^T. Xf-^i*ffib37> F£ 
^y-f^^x-yUC^U tf^-y^^tfO fd&ofc^ £5t|g 

(S 2 1 2) (Z>^ 777^I^bTff {Z7?>fz 1) T*$>Z>m 

& (S213t'Ye s) ICO^MMfc^U (^^^* : 0) T^S^ ( 

S2 13T*No) tt, M?:ll7t5. 
[0121] 

;nfatffib37> K^^^u-r y^-xizmm (s 2 2 1 ) u ^^y--r> 

Zt^JT lizmm (S 2 22) 77'f;i/S t J§Tf-^$:^f'f7 1^ 
e>£«U ttHraiC3l« (S2 2 3) t§„ 
[0 12 2] 

r-7*;i/ (BPT) ©l*ffiUM5:llff (S 2 2 5) U BPT©tyb37 
>K£. BPT^^^'J-f^^ 7i-X iCjU-fg (S 2 2 6) ^-5,, BPTfflty 
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[0 12 3] 

zfUy? * A— ^ >y>3>- "r-z/JV (B PT) GDizy h3Y>Kil, B PT 
*fflffl%MPb&m (S 2 2 7) -r^i:, **EU 3L-7.\t. 
VX*<D¥P-7^y* 1 (fc^S?-) iCizyh (S 2 2 8) U BPTCDHfc®^ 
a: V *Mtf>efc^3-y ?m (I CV) £f&#K i c v_b p t (S 2 2 9 

) 

[0 12 4] 

B PT©eJc^niy ^M©3C^ai^^|t (ICV) £f£^K i c v_b p t 
it. ^to^MXftlC&^ftfcB PT(D I C VliSr^^-rSTX^-^ : MK 
icv_b P t£, B PT© I CVm*:&f&.~?2>i%<0%jmU : IVicvJipt*:, ^r-f7 
I D &C3l£r5 V^T^JEeJt^-S., JMfrlftlCfci:, S5cm^a:y^ffi (ICV) MiKi c 
v_bpt=DES (E, MKicv_bpt, ^f-f 71 I D" I V icv_bpt) fCg-^ 
T£j&£*l<5 0 jStf^UfckJu ^f-fTl ID£l»3ifi (IVicv_b P t) tf>#fffii& 
3lftnc^X#-@ : MKicv_bpt{Cj;£DE S^E- KTCDlM'ffcflLJI&^lfJi- Z> 

[0 12 5] 

tfUC^U-f >^7x-Xii4il^lfx-y ?M (ICV) MiKi c 
v_bpt$:MVNTBPT©ICV ££f&U ^&B P T ftKlf&ilfiSJlfelEb^ I 
CVftCMa (ICV = I CV ?) (S 2 3 0) t5„ I 

cv <D%.f&Mmu. Mj&vmi 4 T'fi^b^DE s^e- Fizm^^x. %}fflm 

IVbpt&MVV i«bfc*Ifi?» ^-Ifi (ICV) 4^iK i c v_bpt?:lM 
Lfe^tatCfcoT^fctl^o &fc> B P T©#f fit ItMStlt I C Vtt 
, *-5^ 7 I Dfc^t^-^K^r^T^f&SJlTfcy. ICV(Z)f x^i'H 
BPT0f-^3(S©^©»^bf, 7@^©IE^&B PT, -?tet>*> 

[0 12 6] 
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ICV =ICVt'&5i^ (S231t*Yes) H BPT^iES^^T-< 

(S 2 3 2) t5. ICV I CVt'J)^ (S 2 3 1 t'No) te, B PT 
Sr^T-T^o J^±OD^O.S0^TlCJ;y, If V-y^7\%Q> JC-fey b (S 2 3 3) 
[0 12 7] 

ft(S2 34) U ^i? - 77 0 i: 4 o fcr il ( S 2 3 5 t- Y e s ) 

£ IT^f^ T 1 -fey h 79 (S 2 3 6) -T£ 0 ^#£*l£*5=>f T 1 

[0 12 8] 

2 0, S2lS:MV\'rSi^tS„ ^r^7 2ft 02 &JBV*TSfcl!BUfc J: 7 IC, 
[0129] 

0 2 0<Z>*^y 7°S 3 01^f)S 3 04 <D*tV7\** *tJT1 
{:fi^§^f7 7°S2 0 1-S204 fcfif«T& 5 
[0 13 0] 

^fy7°S 3 0 5{Cfc^T, ^=E'J>f>^7x-Xtt, ^ *f 4 T 2 £ OffiSfg 
[0131] 

®2 2 iz. ^mmm^^m^r^s.mu^m (iso/iec 9798-2) <z>#l;hs/ 
^it^Bif^-^^-efeti^fte^Tj^^Rrig^feSo m2 2icfcv>-r, b 

#6 4 fcfy h©SLIfcRb ££f&U RbiSi^lBOIDt^SID (b) &A 
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, Rb, ID (b) <DMK, DESCCBC^-KT'iKab^M^tf-^^: 

m-V&Zo DE SCCBCf - K?:ffl^feiKa b {C J:SBf #>ft^att, #ff*.tf 
DE S£fflV>£M3lCfcV>TfciU ^EJKBflSil Rat ^^fffiS^HS^D DESU^ 

e i £ Rb &#Nffiift!gr3ifn u d e sm^tBiz^x. a b zm^xm 

-JHfcU Rf#:£E 2 ££f£U Se>lC, Pt-^35CE2^ID (b) H 
fDU DE SHgHHfcglSlCfcV^ UK a b ^fflV^THi^bbT^L/^Bt^E 
3 ^CioT^ft^-* (Token-AB) £„ 
[0132] 

mm^-ftiz&wtzmK a b cisie^) tttftt§ 0 ^fi^-^otg-iHt:^ 

Ram #fC, 2 WiKa b*CtlHHtU M^El&i 

2 zwmwmmmis. iD(b)^is„ z:e>i/T#e>*i£Ra, r 

b. ID(b)tf>e>t>. Rbfej:tfID(b)^ Bj^SHSUfe^Oi:— St"r*3^lft 
£<0fc3«£JCji:3fc»-&\ BttA&jES&fcCDfcUTME'r*. 
[0 13 3] 

#ClCBl;L SliE«K:ftM'r6-fey S/a>^r~ (Kses) &a»KC «fc ■3T£j» 
fLT, Rb, Ra, Ksestf>JlilC, DE ScDCBC^E — KT'EIE^- 
K a b &JS^Tfl?-IHtU AKljgi£i-£o 
[0 1 3 4] 

£.*l&£#LfcAfcJ:, f-^ ^^i^r-K a k e ttf fbtS. SM^- 
*©«HHt:#i£«U B0tTOIi:^it'fe5. 39bt#^>nfcRb, Ra 
, KsesCft, Rbfc.fctfR a AtfiUMLfc*;© fc — Sti"«3^lftiE'rS- 

LfcHKlM:, t^r>a>^-Kse sit SgSE«<Z)fe*ii^© i: L 
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[0135] 
[0 13 6] 

02 3, @2 4 \Z.*%mo> i rm 7imc;J3#5*ISfgSE. ft (izy 

i/a>H) M^l7n-^t„ 02 3, 02 4 icfcv^, ^flWa^/W :*© 

[0 13 7] 

£-f, ^f^72n>bn-7miRa^ (S40 1) U Rafeii; 
IB© I DtfeS^r>f72 I D^r/U^^^'J >f > # 7 a:-;UCj£# (S4 
0 2) -t2> 0 ZLtlfc^fg (S 4 0 3) Lfc^/W * * ^ U -f > # 7 a: -X te, ^ 
flfc^f^f T2 I D WWm (IV_ake) (Dtlfflfii&JlfillC IB^MtS 
^sEH^MvX^-il : MK a k e l:IMtDE SBff ft^!5:^ot^lE 
UK a k e (S 4 0 4) tS„ £ £&C, fAMX^^ U -f 7:n-;U£ 

, JgffclCSLIfcR b (S4 0 5) U V_a u t h£Rb££ilNfi 

IftHSf&U UK a k e SrJS^TBt-iHfcU Bf-^lfcE 1 ££j&U ^^THt#^C 
E 1 i:R a HZmm&lWimfaV. UK a k e Zm^Tm^itlsTVg^JCE 2 
J&U Bgf-Sf-lfcE 2 72 I D £ ££Mfi^ifc3ifn U iKakeS: 

JBV^BlHHtLTBiHflfcE 3 (S4 0 6) , 3U&L£^-#E 1 ||E2 

||E 3 r 23> hn-^lC^M (S4 0 7) f5„ [||] fcfc, ^-#CD 

[0 13 8] 

^.tl^^m (S40 8) Lfcif-f723>bn-7(t 5t'fn-r r — # SSI£ 
iKaket'ttlt (S4 0 9) fSo ^fS^- # ©tt^ft^Sstt, Hf^ 
iEl^fEiKakemftL Wiliiftiaft LSLI&R b ' £#S 
o Bt^tE2$:lSiKaket«U -£tf>^£ E 1 & #MB»»3i?tI 

U Ra' ft^lC, l®^E3^EiKakemU ^<Z>*£IH£: 

E 2 &#Nffilftifc3lftJU ^f>f72ID' 3 3 *>*l£ R a ' , R 

b' , ^f-f72ID' <Z>e>*>> Ra' fcj:^f>f72ID' ^f-f72 



mfE# 2001-3078077 



#2 000 — 320 8 0 5 



&mmisfc*>(D t.-m-tzfr%iM. (S4 1 o, S4ii) ts. ^(D^m^m-o 

tzM^. ^f-f7 2ttf/U^S:iES^t;0i:bT^IItS„ Ra' 
4T2ID' mm?-* £*—%CT&^fr}l%lZ. *BSfgfiE#3cJ8t (S4 1 
3) bfc*>©£U ^©^©^-^jtM^^ifc-t^o 
[0 13 9] 

T2n> hD-^te, Mlfc%klZ$zm-*Z>-tevis*y*r- (Kses 
) hLLT(D®M*&& (S4 1 2) tS„ 0240^f^^S4 2 1 tCfc 

^T. Ra, Rb. K s e s CDjlRjC. DE S©CBC€- KT'^IEllK a k e S: 
m^THf-i^bU f/UX^^'J >T>^7oi-XlC^ (S4 2 2) ts„ 
[0 14 0] 

(S4 2 3) X^^V^ >#:7;n-X», 

ISIMKa k et*S# (S 4 2 4 ) tS„ 3 o bt#&^fc R a " , Rb°, K 
sesCW, Ra" fcitfRb" f/HX^fLfc^Cil-'ttS^tfE 
(S4 2 5, S4 2 6) f5„ r CD&SEJCMo tcWi£>. f/U7li^f>fT2§: 
iE^^t;©^ bT^SE (S4 2 7) f5„ SV>lC*g^£igfELfc^C«U "fe *y 2/ 
3>3r-K s e s (S 4 2 9) U eSEtfe<Z>»*»fe©fc»©&$illfc L/ 

TSpJfflSn*. Ra" fcitfRb" *\ jt^-* £fcT-&o££^fci:, *B 

Iif«(S4 2 8) LfctjCtU ^^(D^-^jBfs&^ltl-S., 
[0141]. 

2<dvxv n<D&mm&$:Mfi (s 3 o 7) -rs 0 

[0 14 2] 

IDi:-®[tS I D#U X h(f»JC#*EL3&^ofc»-&tt> ^^72 

3 0 8lC^VNTNo) U ^f-*^l/^*©^f-f72f»77^1 
S&) tC-fey h (S 3 0 9) U S?-7^y&0 JC-fey h (S 3 1 0) 
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fS„ g#I Dfc-S[tS I Di$V#tr-yayV* h tfUC&o (S3 0 

8lCfcV%TYes) tt, ^5t;*^y 2&U tf-?;^;*^ TT*&>K ^^flC 
ftJJg^fcv^^U ^ff^S 3 0 9 (D^y^^f^mtmM^M^-f 

[0143] 

(S3 1 2) <Z>^, T7^^ffil£?iiIgbT^ (79^: 1) 

(S313T'Yes) lC(7)^a$r^b, «& (^^^ : 0) ( 
S3 13T'No) tt, Jftl^TtS. 
[0 14 4] 

7*IC H2 1»c3i«i, KMli, ^5 i WT2lcB5-r-g)7T-f;i/#J*J^T-x-^ 

F** : tV'(y*-7 3i-xic.m.iS (s 3 2 i) u ^^EU-f^ 

^^T>fr2i:M (S3 2 2) U 77>fM'jatf-^S:^f'f72fr 
&3«U ffiWfltiC^ (S 3 2 3) t5. 
[0 14 5] 

Jl/t&fS (S 3 2 4) -rS£. ^-^;HC*^5VNT^ny * • y */a> • 

f-^ (BPT) CDMtia^f! (S3 2 5) b, BPTCt^hHY 
>K£, BPn^=E'M ^cn-^UCSHg (S 3 2 6) -f£„ BPTOty 
N&Ste, B PT#^l?&£S^C(a»|g?T£*l, BPT^t'yh^tlSt, 

T-frh<Dny^yvm%7hfr®Mm. n^^y&S©^ BPT$:#1 
[0 14 6] 

7*D y ? • /\°-^ v i/B. y • "9- — -f)\y (B PT) <Z>-fey BPT 
(S 3 2 7) J*^ 1 .;^ y*-7*-7.\%^ 

V7.Z<DW-y 1 (fcTS?-) C-feyh (S 3 2 8) U BPT©3!(If 
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i«V ?m<D&M?-^y9M ( I C V) 4^iKi c v_b p t (S 3 2 9 

) ts. 

[0 14 7] 

B PT<D&W,?-3Lyl7m(D&m*^y ?U (I CV) £f£^K i c v_b p t 
li. ^fA-f^rttcMSntBPTOICVi^^tST^^-ll : MK 
icv_bpt£, B PTO I CVm^^^-t^fDlSJmW. : IVicv_bpt£, ^f>f7 
2 I DlC^V^£j?£-r<5o JUfcl^Ctt, emf-x^-fil (ICV) MKi 
cv_bpt=DES (E, MKicv_bpt, ■ 72 I D" I Vicv_bpt) izm~3 
V^T^$tl-5o ^©^l$fctt, ^f-f72IDtUHI (IVicv_bpt) ©IfMlB 
|&3iftHCV;*#-it : MKicv_b P tlCj:5DE S^- KT'©^^^^?^ 

[0 14 8] 

7&K;*^y ^f># 7ai-X«^bfc35cm^ai^^M (ICV)'4M i c 
v_bptil I VbptfcMVATB PTC39I CV B P T ftlC&$f 3 *l 

fcEbVMCVii:©!^! (ICV =ICV?) (S 3 3 0) f£ 

. fcfc, ICV <D£.f&#mtZ, ftt*£©El 4 tl^bfcDE S^E- FtcairSV* 
T, ttffiffil Vbpt^rMVA, ^f&Lfc&^x^tt (I CV) £jft&|K i c v_ 

fclCVtt, ^7^72 I D ^r-trtfT 2 — # iCJi-^V^T^J^^^T^S ICV© 

^xy^&,. BPTa>^-*Mw>^te©#JEfce>i\ 7@;£tf>iE^&B P 

[0 14 9] 

ICV =ICVT^5M(S3 3 1T'Yes) It BPT^ES&^fY 

(S 3 3 2) f5„ ICV I CVtfe^ (S3 3 IT No) It. BPT 
$:^T-r-S 0 Jgt±©»i©*!f7K:J:y, Ify-7 5^tt0ict9 h (S 3 3 3) 
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[0 15 0] 

f(S3 3 4) U If S?-75W0 ^fcofcr^fc^ (S3 3 5tYes) 
tbt^f^72t^ h77^lr«# (S 3 3 6) t5„ ^#£#l3*TVy2 
t^77^li B PT©Bfe®7b^v>i:^$ti^^li, j*tVT 2#;£3&{c 

[0 15 1] 

Or- ^77>f Uffl-S) 
£. T-^^T-r;HCtt, ^-T-#, ®^T-^^<7>n>T>^T-^7T^* 

;k 3 £>iCBfi*&Lfcy ;K4- — i/a>n h&^£*i£o 02 5 iz^yu-it. 
ftSS^^U, ^SP^^U Ur-f71, ^f^r2) ©v>i s 4x*>lC^$^fe-T 

[0 1 5 2] 

f-^©t^^7K^ (S (1) ~S (k) ) (S 5 0 1) U 

<4y%'7x.-7.\zmm\st=. j £>7&s (D i*ajin7> k&je&shb (S5 0 

2, S 5 0 3) tSo ^^>J>f>^7x-^{i, S ( i ) 

F^S^ (S 5 0 4) -tZZ., ¥i?-7^>fZl (fcf^-) &C^5£ (S 5 0 5) 

u ^{3-&*#s (i) a^aM^u**, ^^^n-^s^^ (s 5 o 6 
) u JMM^ye&s*-^*, ^f>r7i^f^72ot7h77^i ( 
*tV r^s&tc-fey h^tiTv%s3i:S:^-r) •e»6^&jRij£ (S 5 0 7) l 

(BPT) ZmmVT. BPT»ffil>j(ttT^St^^S (i) S:i*{f}b 
tt«?r»*7*n y ^fcLTSHtUTv^Sfr&WS (S 5 0 8) ts„ BPTfCt* 

m^m-r (s 5 o 9) . 
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[0 15 3] 

S 5 0 7, S 508©^Not^5i^, -T&;b*>-fe**S (i) 
fe^f-f70t«)/h77^1T'ia:vm BPTlC-fe?#S (i) <D 

[0 15 4] 

^fy^S 5 0 6~S 5 0 8©^t^ny ^tfc^t, M^-fe^^S (i) <D 

S 5 1 0) £*w «y«TiE^3*Lfe (S 5 1 1 ) ZL fcfe»SU 

77^1 (I&5&) CtvhU MH}U^I:Ay7 7fC^ (S5 12) b 

, ^-77^0 (#«) JClKje (S5 13) SWUiEtC^cMfcLfc*^ 

rau Wb^77^^o (5c»c) (S5i3) vxmm*m??z>o 

[0 15 5] 

Jfe> Xf«y S 5 1 5~S 5 2 0 iCjfeV^T, ^U^f 

#U T Fl^;*£Ji!B#C-f>*y*>hLT, 7 s -* &JB#cAy 7 rfr&Bl*; ffi U 

•£§b * ffi U ir * # -5 s - * e> 7 y << ;b & U T #L« £ ft T *T 3 . 
[0 15 6] 

£„ E2 6 KaVS-^D-H:, ftSM^U, ^fip^^y Ur-f71, ^f-f72 

So 
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[0 15 7] 

#£D (1) ~D (k) £-?Z> a fflfflmt* ^Mc^-^D (i) GD#£&<friz 
(i) £^5tLT, ^U-f >#7:n-;UC-fe?# S (i)f»n7 
>Ft, t=-#D (i) ZMfc&m (S 6 0 2-S 6 04) i"S 0 J^V-f 
7oi-X«> -fe?#S (i) K£gf§ (S 6 0 5) tSU. \ZV 

-•y^?*! (if*?-) Kmfe (S 6 0 6) U gmiZtZS (i) tfflSM^ 

y*\ ^sm^u Tabs^feffljfe (S 6 0 7) u ^au^^ye ;* 

Zl££^;-f) 7* fe« (S 6 0 8) b, hT^^ltft.&ft^lCfl: 

, $e>lC^Uy #/\'-^ yS/a> • "r--7)V (BPT) ?:#ibT, BPT^f 
g&frttmT'&Z-te? * S (i) fc^&^fFRTM^n y *£:LT1S:5£LT^ 
5^£¥U3£ (S 6 0 9) -r^> 0 B PTlC^&^fFnT^n y >7 (DWLfe-tftb 
JCtt, i*?#lC;tfj&UT^^£g|yfTlE^££^ (S6 10) U -fe*#S 
(i) IC-^-^D (i) £tsyfTlE^#£f#o%^£#£&^ 
7 5> £ 1 0&#) fC-fe^hb, If J?- 79^*0 IC^£ (S6 14) 

[0 15 8] 

«£&#>i*4fc'5 s -*#B PTlC^S^ItA&^tlTV^V^glS*^!; ft 
^r*;^S 6 0 8, S 6 0 9©^Not^Si^ "? t£t>*> * 7* 4 7<D1zy 

j££*iTv^v^-£&ctt, xry :/s 6 i 3 izm&. mg&frx-^-£.vxmg 

[0 15 9] 

fflffl%!>\$. ttV-JS 616-S 6 2 0(C^3VNT, ^^EU-f^^^oc:- 
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jimv^rr-'J'frcDmffi&mzmft (s 6 2 n u jsfrb£-77-f;v 
«iu mx^-^jv^mm^t^y FtL£%iz*=ev ^y#73L-xizm<§ (s 6 2 

2) u ^^EU^^^^i-xiia-e^ K ict^o t -7 T^r^aiy^T^ 

*£a#*UI*:2&fT (S 6 2 3) t§„ 
[0 1 6 0] 

^v#mmzmz&&?&£.^oBm<Dm&K&, 8 a 

h (DES0i^) *fca:16/t>fh (HJ^DES (Tr iple-DES©^) 

^-t- A J; e> & X -r A <D%S\z \Z 7 r << 1/ 7s*r A g #lc*(Bfc3E35 *>& 
[0 1 6 1] 

mhhXmm-t^ (H8#M) . m7lZBVr^^-^Vr>f^^^^(DKc_Enc 
ryptedO~K c_Encrypted3 1 #3 2M©Rt^ffc§iK c £^^ 0 &33, [Encry 
Pted] ii, -etl-ftl^^K c^Bir#>fb$tlT^$tlTV^S3i:S:^■r o ZL*l£ 
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[0 16 2] 

^UP^(©«--fe^^i:C!)*flSS:fiW-r-50$:5t-ro @2 7 (a) #5fciCE 7 £M<,\ 

2 7 (a) ©-fe^fzi. y^-f #IZ\$. Kc (0) ~K c (M- 1 ) $.X*<DMm 
(Dm (ny^yy*-) tfifefflZtiT^Zo s\v#iztem&>ftiz*>rf-i?3y, 

nyTyv*j7m<D&mmm-t>'&mtsti. £ %K^v#mm<D&m,3 L *y vm 

<D I CV#f&3ft£*lTV^o 
[0 16 3] 

^ ©Mffitf) 3 >^ MA«@27 (b) Km-t £o C#*##"fe* 

E2 7 (b) izi&ir£oiZT-*&fflm®tf7uv?mmzftmzn. &-?uv 

tr&zbizmmiz? *iz#mtifrT^2> 0 m^tmKc (o) ^y©^ 

D^^©-fe^^0lC^-r^^-^©Bt#^lii:bT^3ifl§b> HKc (s) 
Kc (M-l) *^y©#^a>y *©iZ*#M- 1 C&Mt-£^-#©Blr-*§ 
[0 16 4] 

lC<fcy&$^-# (ex. ©t^pa'Jf>f #ig#)e>*l£o t-fcfo-fe 

[0 16 5] 
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&,±(Dm^m-t^> h 'J^de s (Triple des) zmm b t=.m^fcWf&£ 

[0 16 6] 

hVzfJVDES (Triple DES) C9f£Mtf£M&0 2 8 iC^f., 02 8 (a 
) . (b) IC*^J:-MC h U ^Ol/DE S (Triple DES) £ LT 
^6?rlCliJ^T©J:e)«:2o(?)M^^^^fe-So 02 8 (a) fcL 2o<Z>Hf# 
«6&«v*;M8&jS'*' : fc© , T?i&*.K fill ICfcSHiHI-MaS, ^IciS^Mtg 

, isbizmi izzzm^tMrnomizmmzfto* mi*, ki, k2, ki©jqm 

lc2a3gMv^ 0 02 8 (b) fci:3o©lif#£^ffiv*£M&^t- : fetf>'£&>K H 
1 tCfcSHir-^^S. i2i:j:5|§tti, £ JC0I3 JC J:5llgF-I^ffc*yS©Jfll 

K:4&«&*rv*3iafcfcWF#ft4&Ji£*T3. ki, K2, k 3 ©jkic 3 si 

D E S tC im. b T "fe a. U ^ >f & fa Jt 2 it £ Zl £ # "Tig T? & £ . 
[0 16 7] 

02 9 {C, ^^UlC^i-e^-^^^-fe^^^lCM^S 2o©Bf^(Z)^r 
£jiMbTM> vOl/DE SlCi;§Hf#^^!iai&^f^o^J^MS:^-ro 02 9 IC 
a*-TJ:^KU #^ny # 0«U ^Kc (0) £Kc (1) C9 2o<Z)lg£ 

f%\^T h U >O^D E S flif-SHt Srfr&V^ -fe*#stt, ®K c (s) £Kc (s + 
1) <D2-D<DmZm^X h 'J^DE S«p#-fbSff*V\ -fe*#M- 1 tt, IgK 
c (M-l) fcKc (0) CD 2 oCDlifc^T b U Sm^itZftte? . 

^yflCftSft^ Mlt*$>U, 02 7 (a) T'mLfcm 

[0 16 8] 

£e>lC, 03 O^M^Sffi^T'CO^-^Hgp^C^M^^-to 03Oii, 
UC0#yn^/^CD2o©^^f 1 oCOHjt-PHfr^n v 9 iL It, 2 

oG9it£m^T h U^DE Stt#fc£fT&o£Stf§|-£2D£ 0 03 0 tCj^-T J: ? 
IC, #^D^/ # Oilt^^lH UK c (0) £K c (1 ) CD2o<£>|| 

*m^X bV7)VDE Sm^k*fitel<\ 1z?#2s£-fe*#2s + lte % UK 
c (2 s) HKc (2s + l) (D h V^JVDE SHiHtft&fTfc 

5 6 ffiS#2 0 0 1-3O7 8O7 7 
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V\ -fe* ^M- 2 £12? #M- 1 it. |Kc (M-2) ilKc (M- 1 ) 02o 
(Om&m^T h'J^DE Sm-SsritZft >&-9c J:5lC^|it©-fe*#£im— <Z) 
Bf-^-^S £ jgffl -t £ r £ t? Pt^b y n -fe x £ t=. ^ □ -fe x ©gLSsgM £ «T 

[0 16 9] 

g27, ®2 9, 03 o\zm-?ffla>mz%. #tzismm&i6ifiv* 

mtfnSmT'$>Z> B MAH 02 7, 2 9,-3 0ftt; "fe * HHR©«&'S'y 

<M) fctt, -fe*# 0 s l*mV^T*m-%fc~?2>^<Dmi&£LT*>£^ 

. *fc«»«6JS[«:L (L>M) i: l/t, #-fe^^^i:lc^<M^S^tS[©^-fe^ 

[0 17 0] 

tt9$m&<D&m?*y?m (icv) <d#m^] 
&tc, -fe^^^^^m^i^^ffi (icv) ©tfwtj&icov^miE'rso 

, — KCtt, n^^^y^-^^oftftfeiflcltr^UfcgScjK^xy (I C 
V) €r#l»S*«*^i:'r«©««— JH«fT!*>ofc. r©J;ei^f-m©IC 

[0171] 

I C V £Atl3&tJ£, f©^-**tbtftMTf^5i«^*o"ri/*^. % 
>f X © 7 r -f ;i/ 2/ ^ -r A tt-r 1 - * * £ ffi-*-*** & 6 tf) 

t>t>—m. fls^fflufe-^-^asrto-fe^*!^©! cv&®yi»<«i3ifc, stum 
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[0 17 2] 

•rsfc#>, t#*mz i cv&ts!5£u i cv^me 

^gpic i cv£g< ^-^gph i cv©3jy#w • -x-^^Stf^ 

[0173] 

*#0DI CVfi7^j^I5:llfTU ^& y «j£ 3 

*=£V-( >*7ac-XgP3 0 OlCfcV^#-fe*#© I CV$rff"l£UT, % 
[0174] 

#T I CV£##ll-r"5frL&V^£. t^a'Jf-fA^^ (Secu 
rity Header) (CgBM UT^^f & . ZLO^J&lCO VMT gf 7 CZ)-fe ^ U -^W 
'vy #«/*©»«*JC^Lfc«fc"5K:, t^a'Jr-fA*/^0ICV77^ (IC 
V Flag) zfUv PPKDIZ? #m (32-fe^*) 9 £|#t>. 7 U y 2 fa 

(d&kv&cdi cvtfin • ^insr^-r. MAtfO : ICV&U 1 : ICVfe 

[0 17 5] 

&i**#(Z>^-*frJM&£ft:R^fiJ&£:®3 1 iZm-to 031 (a) ©«fcoiC 

5 1 2&&v^£i o 2 4 A>f h of- ZMRU £.> yr << ^i/xf 
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J:oT&^Mie>*l&V\E CC (Error Correction Code) ^CDff#£&*fi L£ 

t. \z <fc o t mm £ tl 5 o 

[0 1 7 6] 

CV) S:«»"r*. 
[0 17 7] 

©3*|g*a3SB:, 03 l (c) tcj^Ji^K:, i^#lc^- # t bT^Jg-TS&tf)*: 

3S#«rfg£:&£c tot, ^•^©^T^l/^^Att, JtSgPfcllK^-* 
^M^£#lc&Mi-*Ui <fc <. mt=.fMmiti^^^mt. bfcv^ 

[0 17 8] 

*l£©T% OTf©^^*^^V^©^^^5. 
[0179] 

a'Jr-f ^ydfJCtt, -fe^ ^*fj^©Bif#|ti: bTCD^©n>^>^/^r- (Kc 
_Encryptedxx) , tfn y^-yy^-x. y ^ffi^^H (K i c v_Encrypted) 

5 9 ffi§E# 2001-3 078077 
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[0 18 0] 

*^ei;gp3 2i (B4» ^c^&^$^lTv^s@^^Kd i s t icfcoTRt-^-fb 

ITMtSf^feS. ^^H K c Encrypted 0 = E n c (Kdist, 

Kc (0) ) -e&£ 0 ^r-e, Enc (a, b) fc*, a-vm^tLfc?-* 
T*$>ZZLH$:m-? a r®<fce>ic, ^-ti^tKD^Sr^^^^IB^^Kd i s t & 

[0181] 

x%*r* y 2iz&ffi-tz>ayryyizm~?$>^yryy*-* i cv£j&^£Bt 
■f- 4 ^ v #izfeffi-t & mm iz -d v% t mm-t z> „ 

[0 18 2] 

>T T 23> hn-72 3 1 CDRftM^EU 2 3 5 ICfe^tlTV^Sc ^ot, ^-t* 

>f T2«#itK s t o ^mmvr=.ny^yy^--. icv&mm&m^itmm. 
'&^&m&* : rj y zm-emftznz* ^f-f725:gibfef/H^^ j*^ 

, rtl'bfcCBC (Cipher Block Chaining) ^E- Ft^St" & - £ & iTtgil b 
[0183] 

03 2i:CBC^- hncfe^S0t©B|p#Ma^$:^i- o iOHt^fc^Blli 
, T 2©Bf-5§-#I ; 3l3P2 3 6 (S2#I) IC V\T#I*t£ *l£o fW*^ 1 ; 

2 3 5JC^^tl3t^g^I V_keysii, =r y^f > ^ x V V #£f£ltK i c v 
_cont£©#Efffit&3£fn£ll?TU 7 s -f T 2£>p*33P*^y 2 3 5 
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$3*Lfc&#giK s t o ZmmLfrDE Sm^t*ft&l<\ «I5:Ki c v 
_cont Encrypted*: hX^V ^tC&Mf&o $£>IC, Ki c v_cont Encrypted*: 

, (0) izttfa-tz>-b? *Mfcn>^->V3r--Kc (o) £©#Nffi!&JSfn 

U ^^^^7 20^^'; 2 3 5 JC^$tlfe^#^K s t 
o*mmht=.DE Sm^itZffte^ WS^Kc (0) Encrypted*: LT^ 
^^tC*&^[i--5 1 0©Bt#-fbn>^> v y^r-i:"r-5o £ £IC, Kc (0) Encryp 
ted*:, (1) lC*flS-r<5-lr^^#^3>^>^^-K c (1) hKD&m 

mmmzmfth. -z<DU$kizttVT&&mKs t o otude sBg-JHt£*T 

fcV^ ^©^£Kc (1) Encrypted*: f -5c J^T. rtl^^S&^U^L 
[0 18 4] 

03 3 ICC BC=E- FiCfe^S^©m#^S«^^Z5i-o 
tt, T 2 ©H|H§-#1313P 2 3 6 (02» tC^THfi^tlS., £ "?\ K 

c (0) EncryptedlC^LT, ;* T 2 ©ftgP* =E V 2 3 5 lCf&»3*lfcfii# 
s t o £jgMb£DE S &frJQiV*, -fc ^ U 2 3 5 IC 

«MfS#lfe*J»III v_keys*:Pfi6^fa-rsz:i:icj;*j, -fe*# (0) KMlfc 
■t2>1zZ Zttfc^>'ryy3r-K c (0) #m;fr£*l£o $e>iC, Kc (1) En 
cryptedlC^fbT. ^#^K s t o £jgJBb£DE S^g-Jf^M £ff&V\ ^(Dffi 
^^3>r>7^-Kc (0) Encrypted*:#ftSi^Sfn-rSZl*:lC J: 
(1) Kttm-tZIZ? $Mfo^>'r>y*r-K c (1) #ffi;fr£;nS 0 £(T> ' 

?-fiI£j£ii (Ki c v_Encrypted) K:oV^%;|i«(Z>&3#^m'^tg ,, £& *J, 
m-^itZtlfc^yryvycmJ-aiy ?m£.f&^ (Ki c v_Encrypted) ^^=r 
>^>^BJC®^^^^^^ (Kiev) ©^^nrffi-efc*. 
[0 18 5] 

±il©t^)lff53>f>7^-Kc (xx) ^fcttn^vygJcA^aiy ? 
ffi^H (Kiev) ©Hgf#ffc % «#*&3Stt, #<©^, ^f>f72$:iit 
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So (ex. n>^yy*r-Kc (xx) ) ^fA^Xt^f-fT 

RlHHfc^ftSo ZlCD-fey i/a >^P-K s e s iZ^^m^it. tfMCBC^ 
[0 18 6] 

H3 4 iC^^-f 72lCfc^T, •fe^faU^-r /\ y 4ac&£ft£ D E S - 

CBC^E- KTftt-^U (fc-&Lfe«-5=-*S:S £>lC-fe y $/a >3f-K s e s 
M bt D E S - C B C€- Ktlftft t§i!&iMI:^to 03 4©±aii, 0 

^yV^-^mrkDE sm-%BKAj3LT*'r4 7 2©§#iK s t o ^SgML 
[0 18 7] 

3>3f-K s e s OTbfeDE S-CBCt- FT-<Z>H£^t#t.3g£|i?T > r 
fC5igS#^fcSE0~SEM-l : Kc ( 0 ) Encrypted— K c (M-l)E 
ncrypted^^A-f XlC^M-TSo -J^W *flin*MU ##|K c (0) 

Encrypted~Kc (M- 1 ) EncryptedfCO WX. J-^rA 7 2 t ©ffiSig§EB#&c:£ 
fi£L£-fey ^3>3f-K s e s £*tjgLT. B3 3 tHiODE S-CBCt- 
FT^^^S^H^f-TSrillCj: »J 3>f>7^-K (c) ZMm-tZZ-hltf 
X%Z> 0 ®(cii. n^^y^-o^fliS^-* £ LfcM£^LTVN£ 

^-fit^f&ll (Ki c v_Encrypted) JCoV*T%H« 

izf&mT- * t v xmm-t & z. t # *sifex& & . 

[0188] 

03 5J£JtTtf>:7n-$:Mv^ Bf-^fc^tlfc^-^tfM-T^ Tfre>tf>M»mU 
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m&£.tf&V. ^*ie>&, ^>y#(Z>##Cgt5^T¥!j}££;ft5o E3507D- 
[0189] 

S70 1) „ rO^tSli, Btf«E©H2 5 007 7^ ;i/i»lftl/jill7D-i:f ofe 

/b&^y >f >^7i-XICj2I« (S 7 0 2) t5„ 
[0 19 0] 

^^U>r>^-7ai-Xli'\y ^-fey hn7>K^ff (S 7 0 3) f £ ^ 
^-^^fcl (tf$?-) IC-fe^h (S 7 04) U ^©^Cm^oc^^'fit ( 
I CV) Z&iM. (S 7 0 5) -TS 0 'sy #<D1 CVfi-y^li 5fclC01 4 

v_sht $J$HiII V s h^ffibT^y^tf^/^-^fcA^bT I CV 
[0191] 

&iEiC<fc y-^y 3f*As5fcUi:W€ (S 7 0 6) StlSfc. ^y^rt©^»U3K 
V-t/ayV^h-A-PaytfOT'te^frtf^aiv? (S 7 0 7) £*x5 D M 

XT-is 3 > U X h • A- *?a > £ 0 h It. *§£*M^©l^ic U tf;^- >> a y 

y ^ h £ ##rb t b mm * mn »r m t + & . 

[0 19 2] 

, NSftTV^y aK-?r-S/a>y :*h#> 'sy #©/t-5?a y*< 

&V\^l:f (S 7 0 8) U -fi-VN^tt, S7 13lCjt#, /\>y#*-feyh 



6 3 



2001-3078077 



#2000—320805 



m^jy^^^O (NG) lzMfeLT#imzmT-tZ>o hStlTV^SUsK^r- 
i/ayVxhtf^y#<Z>rf-i?a>£Vi£<teV}tHZ. ^f>^S 7 0 9 lzm& 

>^t^M77^S0 (NG) hbTM^7t6. 
[0 19 3] 

, X'ryZfS 7 1 0 3i#, #ffifiCS^V>T^{fc3*x£=i>^:y*y 3f-K 
ci:, 3>f> x yf xy^ii^iK i c v_cont|:tf t§ 0 Uitf^r- 

[0 19 4] 

? zmzmm-tzm^ii vT<Dm&v>^yTyv*-K c co) ~k c cm- 

l) #ft#4t£*iT&^3*iTVA£ 0 a>^>^/©3cm^3iry (ic 

V) Mt5fcfe©3>r>^f i7^fflMiKi c v_contfeBf#>ft:Stl 

[0 19 5] 

^>^> > y©«#c$ l c^t>> 3tie>©n>^> N y^^y ^-fit^^^K i cv_ 

cont LXny^y V (D^M* x-vVk MfiTZ f&Mtf&m'V $>V. £ fc, 
3>T>»;^f-Kc (0) ~Kc (M-l) &^#-r<5fl£3S#iftS!£:&£o 
[0 19 6] 

0 3 7 lCBif-^->ft:$nfe3>^>^^r-K c, n>f>7f x«y^i^iK i 
c v _cont<D'&^$LM7 U ~ Zifr-t „ M 3 7 y ^(CO VMrtft^-f «. 0 

#^3®SP3 2 0 iCfeVNT^T^^-So 
[0 19 7] 
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J£(S8 0 1) U '\y#<Dm^it7*- 7>y h • 7>f -;i/K<Z>|g 

JgtfOfr^fcW/g (S 8 0 2) tS„ m^ity * <y h# 0 
3>T->y^#S:-fe^*K:#*>e>t*lo©«P#ftJB«4: bfcx- #<iJ&T*& y > 

(K c_EncryptedO — 31) <fe3C-5*f*tC"f 

[0 19 8] 

-x*rv?s 8 0 2T*ngF#fls:7*-^v h#or&££¥fl5t£*i ^-r- 

1 (hU^DES) #0 (2/>$Ol/DES) 1***3^ Sflfe-r*. ^>$Ol/D 
EST'feSi^ll Xff^SSOBtl-bBllfftn^f^*- (Kcjnc 
ryptedO) ©»£^-if *f^i: bTitlX., h'J^DESTfft^tt, 
S 8 0 6T?lftjR©l8#ft:3>-5 1 >y (K c _EncryptedO, 1 ) 

[0 19 9] 

Xfy7'S 8 0 8t, * i ey»3 2 1 (04#J8O iCftfftSnfcKjSIIIK d 
i s ttt^tf-^f, -r&fc>l3u *#fb3>T>yfiy ^«4««K i c 
v_contii, lJBiUb©a>'T'> N y*-&Ot#i"S- 
[0 2 0 0] 

8 0 9t'tMtf-f, -r&fr*.. Wa>f>*;fx?miSiKic 

v_cont£ % lfiLh03>f>*;*"l )lf>fr 2ffl«#«K s t o (CBC^E 
— K) T'tftS. r©8M£*&3I©3MWtt* S3 2, B3 3, 03 4&JB^T» 

[02 0 1] 
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tm&f&^Ki c v_cont£, 1 &,±(Dziy^>V^-K c (D^^M\Z-D^X 
03 SCD^D-fc/B^TMf So g|3 8©:7n-», ^{ffltc-r/W ^©^y 

[0 2 0 2] 

^^y>f V*7ai-XJ4, '&^MmT-*K (0) ~K (n-l) CBgP 
#<bn>^> x y^xy #4B£j&§iK i cv_contii, 1 &,±<Dn yrZ/V *-) 
^(SlOOl) U CBCt^Wbnv>KI:^r-f72a>hD-7 
IC^HS (S1003) b. ^f-f723>M3-7»IVKeys5: 1/2?^* Kl 
•feyh (S 1 0 0 5) t5„ -^©^ £4t&JB&3&f3 

(si 004) ^f^723>bD-7m^f-^K (i) *$tm ( 

S 1 0 0 5) f -So 
[0 2 0 3] 

^lC^f>f7 2n>hD-7tt, ^f5bfc*g#;*f#^-#K (i) {C*fbT, 
^f^7 2 0«#iK s t o fcMV^CBC^- KCJ:<5*^3ffi&^fT (S 1 
0 0 7) U «t#S*lfc«t^-* (ex. IRttO-fe^dt^lSn^^^^^-) & 

(S 1 0 0 8) t5„ ^f-f72a>hD-7lt HHM*?-**!!* 

, 5*^^ ^^©4B5SSE«flC^J*Lfe-fe'y S/a ^^-ICfcoTCBC^- FT© 
Bf-JHt&3l£llfTU -5 s - (i) ££f&bT. «: -5 s ,* >f ( 
S 1 0 0 9) fS„ ^fy^S 1 0 0 7-S 1 0 09 <D®m&. 5fclC§&19! bfcE 
3 4GDDE S-CBC=E- FiC «fc S*tJSlC3l:5V*T^ff $ tlSo 

[0 2 0 4] 

f/H^t'J^f^^^i-^lt JB&K' (i) fc^fgU -r^r©-?- 
^f>f72a>hn-7ii:CBC^7nv> F©^fslcj: y \/V7.2 

r (s i o i 4) te. 

[0 2 0 5] 
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Ks e s £j@JBLTCB C^- Ft?;*:^ T 2 ^f>fibfcK' (i) ( 

sioio~sioi3, sioi5) t§„ ftizmmisfcm 

[0 2 0 6] 
[0 2 0 7] 

itf^f'y^fesxf'^s 7 i o *mr-$-z>£.. ^v-fsi n\z 

iitfo ^f'y^s 7 l l T/^^©i : E , jy>^7i-xttA>y^ 

^hU ^-75^*0 (S7 14) t^tSo 3>f>»ffil 

[0 2 0 8] 

>f >#7:n-yUCjHgb> ifs;-79^o (S7i6) /\y 

h mhy^fft 1 0&3l) (S7 17) t&ot^il^fftlT« 

a (03 6) izmti. 

[0 2 0 9] 

03 eCDX^^^S 7 2 1 ffiWglStt, 77>f^/iySTf-^/l/* 

f.i*ffil)itt©n>f>y77>f^©t^^7Fl/^ (S (1) ~S (k) ) 
£Ifc#U ^^U^r>^7oi-XtC*fbTJlIg^. iz*#S (i) 

[0 2 10] 

^ : E'J>f>^7i-xa, -fe?#S (i) I»ffiln7>F5:Si (S724 

) -rzt. ViV-y=y^f^\ (trs?-) f-SSS (S 7 2 5) u ^v^W^-y^ 

**#1 (S 7 2 6) £.lsT!k*Ty7iZ&47-tZ> 0 /\ 
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^77^0 (NG) t bt^a^Tts. 

[0211] 

^9^3*77^1 fft^^S (i) tfWSM^ 

U2>\ MM^UT?******^ (S 7 2 7) U #aM=EUT? * 

ril^t) *e»S3^S:2RI)£ (S 7 2 8) U -fe y t> 7 9 1 *efe*»-&lctt 
, S&C^Qy^-^yS'H^'f-:^ (BPT) l:#!Sbt, BPTjVK 
-frffib^MfcTf&'&'fe** S (i) &a**ffiL»iW*:/ny*i:bTfl8j£LTV* 
S^&^je (S 7 2 9) B PTJCftH*ffiUflF»r^D <y 

Kit. (S 7 3 0) . 

[0212] 

(D^-*^ Xff7'S 7 2 8, S 7 2 9li^^77"tS„ ttV? 
S 7 2 8, S 7 2 9 ©¥Jj£#N ot'^Si^ ^ * S (i) Sr^lfib 

fc ^ f >f 7© t y h 7 7 ^1 BPTlC-fe^^S (i) <D 

M&ftisWtviftWifezftT^te^m&iziz^ XT-vis 7 3 8izm^. m&&l 

[0 2 13] 

^^^^S 7 2 6~S 7 2 9©¥0)t^n^^JCfcV^T, *f^-fe * # S ( i ) © 

S73 1) &yfnE#ffc5frbfc (S 7 3 2) £fc&fltgg"f «fctC, ^ 

(ICV) lz£Z>mmM&T*2b£fr*mfe't2> B $fc{c03 1 $:MVATm^b}fei; 
^K:#-fe>*tt, f ©Micaiclf i >y ^fflffl I C v ibt^*J, -fe*# 

[0 2 14] 

I CVJC£*&*^xy # XryJS 7 3 4 iC^SVNT. 
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7 i Qo'&^mmzZL-DxnfcnyT-yv+^v *4fi£f&^K i c v 

_conti:. tJffli&I V c o n t LSfcS^ 1 x y ^i^-* (iZ**^-* 

) uijttsi 4 &«v*T»WLfci cv^^a^n^f u icv 

[0 2 15] 
[0 2 16] 

Mfflm*. ^T7^S 7 4 0~S 7 4 6C^^t, jjt^EU ^f^^x- 
£36*ffi L/ -fe * * 7 s - # 7 T >f ;i/ b T*yffi $:^T-r -5 . 
[0 2 17] 

03 BQ>**rv°?S 7 3 6(Z)^-#»1*iHra©3Mll«:H3 9 feJSV^TSfclS'r 
6. i©UE-&«tatt5=A>f ^CD^^EU^ >#:7x-;*tf>Bir##t.3Sg|$3 2 0 (04 

[0 2 18] 

*-f, s (0^s^3 1 (-fe*#!gt3 2© 

#-£•) ) tts (s i i o i) 0 &tz*<D±# 9ifim^itM&"€3b&ii*&*x.y 

^ (SI 102) fS. iCD^aiy^tt, t^a'Jf-fMif (0 7#i) <Z)fl£ 
tft7 5y (Encryption Flag) IC* -5^T¥!l5££ tlS. Hf #tt*fit"-£& V^-£ 

•7*--?V b&Jzf&^^V* (S 1 1 0 3) -f So :*lttt*a'Jf-f ^ 
faOflMMt^tf-V'y h^-^y (Encryption Format Type) <Afg5t£^x >y # f 
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[0 2 19] 

m-^ityit-^y b^^Zf (Encryption Format Type) <DtSt&4&1fi0 <D&&lt 

, ny7-yv±<fc* i-^o^mtmmn oTv^^-e&s,, ^(Dm&iz. 

-y^S 1 1 0 4lCfcV^> Bf^fcT;i/^rUXA (Encryption Algorithm) <DWfe 
Sr^f^e>= Bt-^'fbr^^UXA^, >»^DES^h'J^DES (0 2 8 # 

l^xony^yv^-Kc (0) £®M LTliHHfc:3>^> x y©^#M3S£^ff 
(S1106) t6. hU^l/DEStSSil^Stltl^tt, 2oOH>f 

m-Kc (o) , kc (i) zmmisxm j %<t=i> : T->y<DW.^mmzmft 

(S 1 1 0 7) fS„ 
[0 2 2 0] 

— T.^rvzfS 11031% Bf-^7>f — V>y b # 4 Zf (Encryption Format 

Type) * # ICM&S^&m V^Hf -^MLSfc^fc o 

>CA (Encryption Algorithm) (D^feZftfto * V£-%itT)\/3 U XAft £/>^ 
;i/DESA4U^DES (0 2 8#M) ^ST^tl/T^fe©-^*;, 
;vde s*e&*fc*!lJ£S*ifc»-&tt, (s) jc#jcSL/T«jtsnfcn> 

r>7^r-Kc (s) *KmmhTm^t^>Tyy<DU^mm*mn 

(SI 10 8) fS„ hU >Ol/DE ST'&St ¥05^2*1 2o©n>f 
>^3f-Kc (s) . Kc (s + 1 mo-d 3 2) ZmFB * Zfeft^^it 

ziyryvtottKMit&R (si 1 o 9) ts. 

[0 2 2 1] 

± ? z * (DU^mm<Dmtez>mmMWk*:m 4 oizj&~? 0 04 oic&v%t, 

^fy/S l 2 0 1~S1 2 0 8lt 03 9 1101~S110 
8 £.m&T:$>Z><, ^f*;^S 1 2 0 9~S121 1 #03 9 £&M&£ 0 
[0 2 2 2] 

X-r y ~7S 1 2 0 5&C;fc^T, Bt#fbT;i/^U h V -fJVDE ST?2b& H 

¥ffj£$tl£#-S\ Xry/S 1 2 0 9fCi>V*Tir##No. (s) &$fl5£U s 
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#3HRT?&S»-&tt: s = s-10Ilr5:Iff (S1210) U #-fe * # fcSg 
fflfSi&Kc (s) , Kc (s + 1) i:bth'J^DEStCJ:5tf^l ( 
S l 2 l l ) *mftir&o 
[0 2 2 3] 

i«^fbS4iT*»snfe^-*©tt-&«ia&ff-5M«t3itt, i3 5~ 

[0 2 2 4] 
[0 2 2 5] 

.* -riaftr* i^ffit *f * £ & s &*ft 3 > > x y ic*f jcs-t & ^ ^ n ^ 

13 0 1) „ 

[0 2 2 6] 

^^'MV^7i-XttA^^nY> (S 1 3 0 2) fSil, bf 

s;-75^i (if*;-), c-fey h (si 3 03) u &mrt i ?*-*ifi&&te 

fttftfifr&flJt (SI 3 04) ^So ^=EU>f ^ft'vy #tC 

-*#«}£«rtMeBfl&»;fcTV*5»^fcl:, Xf^7"S 13 1 0 KELT'S 
«J**77^0 (NG) JC«j£bT»JS&*l7'r&. * - * tfWSMfi 

We* A>y^S'J/K>r-^3>'Jxb;t-^a>l:0{c^ (S 

1305) u y^-^3>n hcD^MT-o-^-^^is^nrigii-r^o w 
*M&si & ff * o £ n > ^ > y tc o v * t & ie s & =r > -r- > y t* & & z: *: si 2 n 
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Tv^£ ©failed; y, y ajc-ir- 2/ 3 > U x h ©##M v e©-x- #*Q.3I (¥f£) 
[0 2 2 7] 

y v x & v „ s# n > T- > ^ jcasff^^fifin $ ^ s 'J^-j/a>n 
frm^m&&i>&miz-&^xmn-£tiz>*? : 'y-7s 70 7~s 7 0 9 tra«©y 

#$--5/3 h$:ffiV>^M^^a$:fTftoT=foJ:V^ 
[0 2 2 8] 

^f>^S 1 3 0 61C^VaT, /\vy^f^ l ca^5v\Tzi>^> x y^r-K 
H>^>yefc^:ny ?m (I CV) ^Kicv_cont|rm Hjt-SHfc 
t5. Xff^S 1 3 0 6C3>f>*;*-Kc, ^-filfe 
^iK i c v_cont££f&, l&^ffc*&3l©SMW£B4 3 tCw"*. 04 3 CDgtSte 
, ^A^XCD^^y >f># 7:n-;*<Z>H!F#*ra»3 2 0 (S4#M) tCfcV^H 
04 3 <Z):7n — iCoViT^t^S,, 
[0 2 2 9] 

*"f\ mp-^-ffc^V-r-^y^ai^ ^tt^iK i c v_cont£, #I*.fc£SL$tlC» 
■5V>T£j&U lfip^b>S**fcb .(SHOD , #CtC. /\y^©Bff#fl:7*-V 
V h*>f^" • 7-f -^/KcOiajtj^O^^&JRlJt (S 1 4 0 2) f§„ «F#ft7 

S^tt. iaa*CD02 7fa^m^bfe•fe^^#^(DBt■^fb^S:mv^^^T^^ 
. •fe$r*#&©|fc#ftJfc&ffiV^»'&te, 7.7- V "7 S 1 4 0 

Kita€snfen>'T : > x y^r- (kc (o) ~kc od (-&$#$[ 3 2<Dm&) 

[0 2 3 0] 

*tv?S 1 4 0 4 -eH£-5H[:-7tf-vy h # 0 T? &5 i:¥05t£ tifcWr&lt, X 



ffiSE4# 2001-3078077 



#2 000 — 320805 



LT1 (hU^Ol/DES) frO (i/>^l/DES) T*&3fr fc^g-TSc 
;i/DE S"T? ^f>y^S14O5flO03>f> ( y^- (Kc (0 

S 1 4 0 6t»3>T>^=Sr- (Kc (0) \ Kc (1) ) £ U T HT^ 

[0 2 3 1] 

$CIC, 1 4 0 7 {Cfc^T, 'Vy ^©a^f^^^ 4 —J]/\?(D 

X^^/^S 1 4 0 8T% ^USPS 2 1 (E4#M) iC^M^nfeSB^ 
Kdisttf-^, f n^r^^f xy^i^iKi cv_conti: 

[0 2 3 2] 

tgj£#2 £fc&3 (^f-f7 2©tia>f>y) T* 7*7* V 7 S 

1 4 09tf-^, "#-^t>t>. ^^fZ/V^x.^ ?-fit£j&£iK i c v_cont£, 
lJ^^a^^^-fe*^ T2'<Z)##iSK s t o (CBC=E-K) T?^f# 
ftt5„ i©l£#fc«Sa>SMWfci:, 032, 03 3, H3 4 SfflV>T»9iUfca 

[0 2 3 3] 

XryzfS 1 4 0 9 ICfctt**-?* 72©§#«UCJ:S3>f>^xy 
MKi cv_cont£, lJ^Jt<Z)3>^> x y^-K c ©flgf-SffctfiyiKlO^TB 
4 4 CD:7n-£fflV^f£l9!-r<S„ 04 4O7n-{t ^AJJC^/W *E U >f 

>^7i-X, HmKt'rJ 72©3> (0 2#i) ©*WS&a*LTV* 

So 

[0 2 3 4] 

^•T, f^>f XTO^U-f >#:7:r-;Ui, m-%itftMT-*K (0) ~K 
(n-1) *{»£j&iiK i c v_conti: % 1 &>±<D n > 

y=*-) *Wij£ (si 501) u r 2 ^©raaigHHiNc^j&Lfc-fey 

a>^-l:ji«b, ^^Ug|S3 2 1 lC««ftLfe*«©liI V_keys&MV>TDE S 
-CB C^E- KlC«k««P^b*[-«t-7 i --JtK (0) ~K (n-1) (Dm^it fclgfi 1 
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U t^-^K' (0) ~K' (n-1) (SI 5 0 2) t§„ rOBffffc 

^r-fT2H T2©Wgp{C^LTV^e|!J«|'^it I V_k e y 

s £l^X#lC-fey h (S 1 5 0 6) f§ 0 ^=E'J >f >^ 7x-7tt, 

#tt&JB&ifHg ( S 1 5 0 5 ) 
[0 2 3 5] 

^T>f723>hn-7lt -?-#K' (i) (S 1 5 0 7) U 

Lfc^-^K' (i) ICfcfLT, ^A-f Xi:<DffiS^sE«FtC^^bfc-fey isa> 
^-ICctotCBC^-Ktorail:^? (S 1 5 0 8) U ^Stlfclt 
(e x. ^tfctf)-fe? ^^JC5=r>^>^^-) (S 1 5 0 9) ~$Z> 0 

#cic, ^^^r r 2 n> bn-^ii, m^m^-zn^. ^f^T2©fii#iKs 

t o£^£CBC^-FCJ:&lif#fb4ra£:liffU ^-^^JK" (i) 
figbt, ^^f;W^i:i^ (S 1 5 1 0) t5„ XTVZfS 1 5 0 7~S 1 
5 1 0 <Z>#t3a&, 5fclCSi^L/fe®3 40DE S-CBCt- £ S#t3glC«^5 

[0 2 3 6] 

f/uxc^t'M^^?!-^^, je&k - (i) srgteu -r^Tco^- 

j£M (S1511~S1514) i-£„ ^r>f723> hn-7(iCBCHTn 

v> KcD^#ic«fc y i/>>'x^i"J7 (s i 5 i 5) l--g> 0 

[0 2 3 7] 

^A-f XCD^^EU-f 7ai-X^ ^f>f7 2^e)filfeK" (0) ~K 
" (n-1) &'sy^«»M©Bff-&ft«T r -*i:'r<5. -LfafltJIlCj: 
xta. flzfem^&m^tZftfeny^-yyir-K c, nyj-yv^-^9 

[0 2 3 8] 

3 0 6K;£V^ ±540D^y df«M<St©*^ lfc-lHt#*FT-r S :* ^ V >f > 
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^-^ICS^&m^i*/ I CV££f£ (S 1 
3 0 7) i-§ 0 ■fe^r^U^W x. v t -fife I CV_s h&. ^€1) 

g|S3 2 1 (04 #M) JC&^aifc&JjgHtl V s h iz*=LVT4'\y#*km, 
fi^WiK i c v_s h £^T, ftlC^l 4 feMv^ifctftLfc I CV 

£/&*t^cg^T£j&£*i<5o #uc, xf>y^s 1 3 0 8T, gz&.zntc'w 

#*m%&&^y#£hTfamzU&L. ^f«^S 1 3 0 9 7?^^ 
[0 2 3 9] 

fSUTOiTO. Xf»;^S 1 3 1 2Tf^f-*^SI»llJL3 , 7>KS:^ : E 
#%.&$Ph-7 ; 5>f-ftl (f&^j) (S13 14) t^ofcri:5:ifffclT, 

AWTfrz^y #*m&&L. m.nv>-7Tj)\st.hT*'Tjr\z&& csi3 
i5)t, &<Dmm (04 2) izmti. 

[0 2 4 0] 

•7T^Jl*1z9$Kftm-?£ 0 &m2nt^-$$:D (1) ~D (k) iitS. 

tfUC^- # D (i) (Z)#£&#.-tr?# S (i) S^tbT, **Ey 
4y*7x.--*.\ZM9%S (i) <Z>Ht#ft;»£&»=rv> ^-#D (i) 
Zm&MiS (S1321~S 1 3 24) f5„ ^^'M^^f 7i-^tt> 1r ? # 
S ( i) Pf-SHb*£&»=lV> Ffc^fe (S 1 3 2 5) f£i:> 
1 KWlfe (SI 3 2 6) U ^y#&tftJ&$J7??&l 

£ (SI 3 2 7) ZHZ^kfttLhTftXTV^lzmtio 
[0 2 4 1] 

r^fc *^y^f>#7 ^fs-fe*#s (i) jmSM^ua^ fl^P* 

^y T*&3 7b>$:¥!j5£ (SI 3 2 8) U ^8P* *E U *efe-5#^tt> ^f>fTl^ 
*-r-fy 2 CD-fey b7 : ?{ftf 1 (*^-<r Ttf^^frlC-fey h£;ftTV>£;r h&^f 
) *^*S3^S:¥!l3fe (SI 3 2 9) U "fe y h 7^y&l let*, ££lc 

y$/3> • 7—7~Jl/ (BPT) BPT^ftM^f 
^-e&&-fe*#S (i) £#£&#gT^M^:/ny?£LTfg^LTV^fr£¥!l 
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j£ (S 1 3 3 0) -rS. B P.TlC#£&*fFsr:/n v 9 <Dmfetf&ZW>&KlZ, 
&\zMfcVxmfe*&mVfSJE& J %*$Lfo (S 1 3 3 1 ) "T^o 
[024 2] 

CV77^) lC«^T¥!l5g (SI 3 3 2) U ICV^it^§iMj:, n > 
I CVMiK i c v_cont{Cg^5^T"fe? ^-r-^K^f-TS I CV££ 

j& (s i 3 3 3) -rs,, 

[0 2 4 3] 

SI 3 34) X-5^y^S 1 3 3 4 CA^- # W#ft&«©f¥i&9&!a4 5 & 

$53 2 0 (04#M) lC^V>T^T$*lSo 
[0 2 4 4] 

^■r, m^tttm<D'r-$&ffi j iz? $&m* s (o< s ^3i (-tr*#ffc32 

) £.^r& (S l 6 0 1) o mz*(D1?9 *i$m-%itMmx2bZ>frZ?-=. 
(S 1 6 0 2) f6„ Z.COf-^v t^ra'Jf^fA'y^ (0 7#fig) <Z> 

m-^ity^? (Encryption Flag) IC^5 ^T¥!l)t£ tlS„ fflF-^flS^fcTffc 

m\L7*-~?V V (S 1 6 0 3) f§ 0 d ;fU£-fe3f;a. U -r-f ^ 

y #\H<D$&mfr7it— ?y h#-f :/ (Encryption Format Type) <£>^^£^:i:y 

[0 2 4 5] 

Bf#^^p4--V^ YZJ-f (Encryption Format Type) OWtfeMtf 0 OWi&lZ 

y^S 1 6 0 4 (Cfc^T, Bt#>f{:T;HJU^CA (Encryption Algorithm) CDflf^ 
fcfjfc^. Bt-^fbT;i/iJU X-M*» i/>^l/DES*4'J7°;i/DES (H2 8# 

io©3>f >^^p-kc (o) ^mmvxm^tziy-r-yvcDm^itmM^m 



ffi|iE# 2001-3078077 



#2 000 — 320805 



ft (S 1 6 0 6) fS. hV^J\/DESX'&^t^^nt=.m^lt. 2offl3> 

t>7^-kc (o), kc (i) ^mMLxm^itmy^yy^m-^itmm^ 

mft (S 1 6 0 7) f5 0 
[0 2 4 6] 

^'JS. T.'rVZfS 1 6 0 31% Bf#7#— 7>y h#>f ^" (Encryption Format 
Type) ©I^-fittf 1 tf>t§i|-&, #1z*#CMfcSi^fflV>£l©^fc&3a£fT&e> 
^t-$)5 0 3(Z)^rkJu X^y^S 1 6 0 5fCfc^T, m^tTfrziV XA ( 
Encryption Algorithm) CD¥!lj£ £f? & ? „ Sff fbT^^'JXAtt, i/>^DE 
S^hy^l/DES (0 2 8 #fig) j^£fg5il,TV^ i/>WE 

st?&s 3 *i (s) ic^f/Sbr^$tife=3>^>^ 

^-Kc (s) jtKmmhTm^k^y^-yycDm^ik&m&mft (s 

1 6 0 8) f5„ h 'J D E S t fe S tfl^S tlfef^ii, 2o©3>f>7 
3f-Kc (s), Kc (s + lmod3 2) £jgM Lt#t * # ^©BgHHfcgtJg 
£11*? (SI 6 0 9) "T-So 
[0 2 4 7] 

iZ^^5 i -^©^#^a ! SOM^'S^Sffi#^S4 6tC^-r„ 04 6C;fc^T, 
Xf'^S 170 1~S 1 7 0 8H 04 5<Z)£-X7^y ^"S 1601~S160 
8^|^it^5. X^<y-/S 1709 ~S 1711 5 £&mteZ>* 

[0 2 4 8] 

Xr^^S 1 7 0 5{C^3V\T. m^tTJl^ U XA# h 'J^;i/DE StfeSi: 
¥35££*lfc^-S\ X-ry 1 7 0 9 lC£V>T-fe*#N o. (s)£¥fl5tU s 
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